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Abstract	
	
Security	for	wireless	sensor	networks	(WSNs)	is	a	significant	challenge.	Several	trust-based	key	

management	 schemes	 have	 been	 proposed	 for	 securing	 WSNs	 without	 considering	 the	

limitations	associated	with	sensor	nodes	in	WSNs.	Sensor	nodes	are	small	in	size	with	limited	

capabilities	such	as,	storage,	energy	and	computation.	Securing	data	communication	channels	

requires	 the	 establishments	of	 shared	 encryption	keys.	This	 thesis	presents	 the	design	of	 a	

lightweight	 trust	based	key	management	 scheme	 for	WSNs.	The	proposed	scheme	provides	

data	 communication	 security	 through	 an	 efficient	 key	 distribution	 model,	 ensuring	 the	

generation	and	distribution	of	keys	using	an	elliptic	curve	key	encryption	and	a	Diffie-Hellman	

key	 exchange	protocol.	 The	proposed	novel	 trust	 based	key	management	model	provides	 a	

degree	of	security	by	enabling	a	sensor	node	to	estimate	a	trust	value	associated	with	a	target.	

The	proposed	model	is	a	lightweight	model,	with	the	aim	to	provide	security	for	WSNs,	reduce	

computation	overhead	and	save	energy	consumption	in	the	process.	The	model	ensures	that	

only	a	 small	amount	of	a	node	resources	 is	 required	 for	an	efficient	 implementation	by	not	

recording	unnecessary	 information	and	also	avoiding	multiple	 computation	where	possible.	

Simulation	results	demonstrate	the	performance	of	the	proposed	model.	
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Chapter	1: Introduction 
	

	

Wireless	communications,	 in	recent	years	have	experienced	rapid	growth.	This	has	resulted	

from	 a	 growing	 need	 for	 efficient	 communication	 and	 constant	 connection	 between	 users	

and/or	the	Internet.	People	are	making	more	significant	use	of	wireless	devices,	such	as	laptops	

and	 personal	 digital	 assistants.	 However,	 these	 devices	 are	 unable	 to	 read	 the	 physical	

information	in	their	environment	by	themselves	(Lopez	et	al.,	2010a).	With	a	need	for	wireless	

surveillance,	 environmental	 detection,	 information	 gathering	 from	 hostile	 or	 hazardous	

environment,	health	care	body	detection	and	aircraft	monitoring,	 the	 introduction	of	sensor	

nodes	makes	it	possible	to	collect	data	from	the	physical	world.		
	

A	Wireless	Sensor	Network	(WSN)	is	a	collection	of	a	number	of	sensor	nodes,	which	could	have	

similar	capabilities	or	a	heterogeneous	mix	of	nodes	with	different	capabilities.	These	nodes	

are	 often	 battery-operated	 sensors	 with	 limited	 communication,	 computing	 and	 data	

processing	capabilities	(Kaur,	Gill	and	Dhaliwal,	2016).	The	sensor	nodes	are	capable	of	sensing	

and	reporting	information	to	an	aggregation	head	that	can	then	forward	the	information	to	a	

base	station	in	a	centralized	WSN	approach.	The	sensor	nodes	are	low	cost	nodes,	which	are	

small	 in	size	with	 limited	capabilities	such	as:	storage,	energy	and	computation	capabilities.	

WSNs	have	been	extensively	used	in	surveillance,	monitoring	environments	by	collecting	data	

in	order	to	detect	any	hazardous	gas	(Pietro,	Mancini	and	Mei,	2003),	automation	sensors	as	

depicted	in	Figure	1,		for	transportation	systems,	military	environments	for	tactical	advantage	

and	gathering	information	from	enemy	territory,	health-care,	weather	and	security	(Lu	et	al.,	

2008).	Wireless	sensor	networks	in	recent	years	have	become	the	most	widely	used	means	of	

collecting	 information	 in	different	kinds	of	environments,	making	WSN	an	attractive	area	of	

research	for	academic	and	industrial	communities	(Abdallah	et	al.,	2014).			

There	are	two	types	of	environments	for	deployment	in	WSNs:	controlled	environments	such	

as:	 homes,	 offices,	 border	 control,	 hospitals,	 and	 uncontrolled	 environments	 like	 hostile	

terrains	such	as	disaster	areas	and	military	environments	where	it	is	critical	to	ensure	a	high	

level	of	security	within	the	nodes	and	the	network	(Kumar,	Jain	and	Barwal,	2014).	
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Figure 1: Application areas of wireless sensor networks (Boselin Prabhu and Sophia, 2011) 

Security	in	WSN	has	been	a	challenge	due	to	limited	resources	of	the	node.	This	is	distinctly	

different	to	a	traditional	wireless	network.	As	the	use	of	sensor	networks	become	wide-spread,	

security	issues	become	a	primary	concern,	especially	in	safety-critical	tasks	(Singh	R,	Singh	D	J,	

2016),	like	a	secured	communication	channel	between	nodes	in	a	hostile	environment	where	

sensor	nodes	can	be	captured	and	manipulated	easily.	Securing	data	communication	channels	

requires	the	establishment	of	shared	encryption	keys.	Consideration	of	the	limitations	of	such	

networks	it	is	vital	that	the	underlying	computation	capabilities	of	sensor	nodes	must	be	taken	

into	account	in	the	development	of	any	new	key	distribution	and	management	protocol.	A	key	

management	protocol	that	could	be	effective	in	securing	the	communication	channel	between	

nodes	and	also	providing	a	lightweight	key	distribution	mechanism	is	a	vital	approach	for	our	

research.	 Our	 research	 is	 aimed	 at	 providing	 an	 efficient	model	without	 compromising	 the	

resources	available	to	the	sensor	nodes	in	the	network.		

One	mechanism	which	 can	be	used	 to	manage	 the	decision-making	 in	 the	key	management	

protocol	 of	 the	 sensor	 node	 is	 a	 trust	 management	 system.	 Trust	 can	 be	 defined	 as	 the	

confidence	or	firm	belief	that	a	party	has	in	the	reliability	of	another	party.	People	will	not	share	

information	 or	 communicate	 with	 other	 people	 that	 they	 don’t	 trust.	 A	 trust	 management	

system,	 which	 is	 used	 to	 detect	 the	 trustworthiness	 and	 untrustworthiness	 of	 a	 node	 will	

establish	the	relationship	of	trust	between	sensor	nodes	and	also	provide	an	effective	security	

measure	 for	 the	 network	 (Ishmanov	 et	 al.,	 2013).	 Trust	 awareness	 is	 an	 essential	 tool	 in	

preventing	malicious	or	corrupted	nodes	from	effecting	a	legitimate	node	or	network.	These	

can	be	achieved	either	by	direct	trust	or	in-direct	trust	(Jiang	et	al.,	2015)	which	will	be	further	

discussed	in	chapter	2.		
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The	 basic	 security	 goals	 for	 wireless	 networks	 are	 the	 same	 as	 those	 for	 any	 network,	

availability,	 integrity,	 authentication	 and	 confidentiality.	 These	 security	 goals	 need	 to	 be	

accomplished	to	maintain	an	efficient	 level	of	security	within	the	nodes	or	the	network.	For	

WSN,	 these	 security	 goals	 can	 be	 accompanied	 by	 other	 requirements	 such	 as	 scalability,	

efficiency	and	resilience	(Lu	et	al.,	2008).		

• Scalability:	 -	The	model	needs	to	be	able	to	maintain	an	efficient	 level	of	security	to	

support	 a	 network	with	 either	 a	 large	 number	 of	 sensor	 nodes	 or	 little	 amount	 of	

sensor	nodes.		

• Efficiency:	 -	 It	 is	 of	 great	 importance	 to	 consider	 the	 storage,	 processing	 and	

communication	limitations	of	nodes	in	wireless	sensor	networks(Lu	et	al.,	2008).	It	is	

key	that	 these	 limitations	do	not	hinder	the	ability	of	 the	sensor	nodes	to	optimally	

perform.	

• Resilience:	-	Considering	the	vulnerabilities	of	sensor	nodes,	nodes	need	to	be	able	to	

resist	against	different	types	of	attacks	including	node	capture	is	essential.	The	higher	

the	resilience	the	lower	the	vulnerabilities.	

	

The	 remaining	 chapters	 of	 this	 thesis	 is	 organised	 as	 follows:	 In	 Chapter	 2,	we	 discuss	 the	

background	of	wireless	sensor	networks	and	security	threats.	We	introduce	key	management	

and	related	work	in	key	management	schemes.	We	introduce	trust	and	a	literature	review	on	

trust	and	trust	based	key	management	schemes.	Chapter	3	provides	the	architecture	and	design	

of	our	approach	and	we	then	develop	the	model	in	Chapter	4.	Chapter	5	presents	simulation	

results	of	our	model.	Finally,	Chapter	6	provides	some	concluding	remarks.	
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Chapter	2:	 Background	
	

As	 discussed	 in	 the	 previous	 chapter,	 a	wireless	 sensor	 network	 is	 a	 collection	 of	 low-cost	

sensor	nodes,	which	are	often	small	in	size	and	battery	operated.	There	are	different	types	of	

wireless	sensor	networks	which	are	defined	by	the	environment	in	which	they	operate.	

• Body	area	wireless	sensor	networks	

• Underwater	wireless	sensor	networks	

• Terrestrial	wireless	sensor	networks	

• Underground	wireless	sensor	networks	

Some	 of	 these	 network	 environments	 such	 as	 underground	 and	 underwater	 have	 more	

difficulty	in	node	deployment	and	node	maintenance	than	others.	The	design	of	sensor	nodes	

for	 some	 environments	 is	 also	 more	 expensive	 than	 others.	 There	 are	 different	 network	

architectures	in	wireless	sensor	networks.	The	structure	of	the	network	architecture	depends	

on	the	utilization	of	the	network,	the	tasks	required	from	the	sensor	nodes	and	the	applications	

available.	Two	types	of	WSN	sensor	node	structure	are:		

• Homogenous		

• Heterogeneous	network	nodes.	

Homogenous	 wireless	 sensor	 network:	 one	 where	 all	 the	 sensor	 nodes	 have	 the	 same	

capabilities	 such	 as:	 battery	 power,	 storage,	 sensing,	 procession,	 and	 communication	

capabilities(Uplap	 and	 Sharma,	 2014).	 However,	 (Kumar	 et	 al.,	 2013)	 explains	 that	

homogeneous	 wireless	 sensor	 networks	 might	 be	 difficult	 to	 achieve	 because	 some	

homogeneous	sensors	might	not	have	the	same	level	of	initial	energy,	depletion	rate	and	other	

capabilities.		

In	heterogeneous	wireless	sensor	networks	the	sensor	nodes	have	different	capabilities	such	

as,	computing	power,	sensing	range,	transmission	range,	storage	and	battery	power.	The	nodes	

could	 be	 classified	 into	 categories	 based	 on	 their	 capabilities,	 roles	 and	 functions.	 One	

heterogeneous	 architecture	 is	 a	 heterogeneous	 hierarchical	 wireless	 sensor	 network.	 	 In	 a	

hierarchical	 wireless	 sensor	 network,	 the	 nodes	 are	 categorised	 into	 three	 classes	 of	 base	

station,	cluster	head	and	sensor	nodes.	A	heterogeneous	wireless	sensor	network	 is	a	more	

complex	 network	 than	 a	 homogeneous	 wireless	 sensor	 network	 due	 to	 deployment,	

management,	and	topology	control	difficulties	(Wu	and	Chung,	2007).	In	our	research	we	used	

a	hierarchical	wireless	sensor	architecture.	In	a	hierarchical	WSN,	Sensor	nodes	are	primarily	

used	for	sensing,	event	detection	and	transmitting	the	information	to	the	base	station	(Tiwari	

and	Kumari	Kushwaha,	2017).	Sensor	nodes	may	rely	on	their	neighbouring	nodes	to	transfer	
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data	 to	 the	 base	 station	 due	 to	 limited	 transmission	 range.	 A	 node	 attempting	 to	 transmit	

information	 to	 the	 base	 station	 will	 identify	 the	 best	 path	 to	 the	 base	 station	 through	 its	

neighbouring	nodes.	Relying	on	other	nodes	in	WSN	is	a	vulnerability	as	an	attacker	might	aim	

to	exploit	legitimate	nodes	by	carrying	out	attacks	through	deceit.	Even	though	heterogeneous	

networks	could	be	more	secured	than	homogeneous	networks,	both	networks	have	security	

vulnerabilities.	WSN	nodes	have	low	capabilities	and	generally	have	physical	vulnerabilities	as	

they	are	dispersed	over	an	area.			

Security	in	WSN	has	been	a	challenge	due	to	the	nature	of	the	sensor	nodes	which	are	low	cost	

nodes,	 small	 in	 sizes	 with	 limited	 capabilities	 such	 as;	 storage,	 energy	 and	 computation	

capabilities.	The	main	aim	of	this	research	is	to	ensure	a	secured	key	management	model	for	

WSNs	 by	 developing	 a	 novel	 trust-based	model	 that	will	 provide	 network	 security	without	

compromising	the	resources	available	to	the	sensor	nodes	in	the	network.		

2.1	 Security	Threats	
 
There	are	various	 types	of	security	 threats	 to	WSNs.	WSNs	are	vulnerable	 to	many	security	

threats	due	to	the	nature	of	the	underlying	network,	resources	available,	architecture	of	nodes	

and	their	internal	configuration	in	the	environment	they	operate.	Some	of	the	common	security	

threats	to	key	management	and	trust	models	in	WSN	are:	

	

2.1.1	 Sybil	Attack	
 
A	sybil	attack	is	when	an	attacker	uses	a	compromised	node	to	claim	several	identities	of	other	

nodes	in	a	network	(Karlof	and	Wagner,	2003).	This	is	a	significant	attack	because	in	WSNs,	the	

sensor	nodes	are	self-organising	and	rely	on	other	nodes	either	through	a	single	hop	or	multi-

hop	 for	 routing	 and	 communication.	 Even	 with	 the	 different	 types	 of	 key	 management	

cryptography	implemented	to	mitigate	Sybil	attacks,	Sybil	attacks	still	remain	a	threat	in	WSNs.	

An	attacker	can	create	a	fake	identity	for	a	malicious	node	to	inject	the	node	into	the	network.	

An	attacker	can	also	use	the	identities	of	legitimate	nodes	in	a	network.	An	example	would	be	

when	an	attacker	compromises	a	node,	 it	 then	uses	 this	node	 to	obtain	several	 identities	of	

legitimate	nodes	in	the	network.	A	node’s	identity	is	required	for	generating	and	exchanging	a	

key	 in	 most	 key	 management	 algorithms.	 When	 a	 malicious	 node	 is	 trying	 to	 establish	 a	

connection	with	other	nodes,	they	will	be	required	to	share/exchange	identities.	The	malicious	

node	will	be	able	to	obtain	the	legitimate	node	identity,	and	other	required	information.	The	

attacker	will	continue	to	use	these	false	identities	through-out	the	network	and	might	be	able	

to	 eliminate	 the	 legitimate	nodes	 from	 the	network	by	 carrying	 out	 other	 forms	of	 attacks.		
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These	 identities	 can	 be	 either	 fabricated	 or	 stolen	 identities	 (Singh	 R,	 Singh	 D	 J,	 2016).	 In	

fabricated	 identity	 attack,	 the	 malicious	 node	 forges	 multiple	 fake	 identities	 for	 itself	 and	

pretends	to	be	more	than	one	node.	The	malicious	node	could	act	as	a	new	node	or	an	existing	

node.		Through	the	stolen	identity	attack,	the	attacker	obtains	the	identities	of	legitimate	nodes	

in	the	network	and	uses	it	to	as	its	identity	to	establish	communications	with	other	legitimate	

nodes.	A	malicious	node	could	also	use	 the	 identity	of	a	damaged	node	or	a	node	that	 is	no	

longer	active	in	the	network.	(Newsome	et	al.,	2004).	

	

2.1.2	 Denial	of	Service	attack		
 
Denial	 of	 service	 (DoS)	 can	 be	 an	 unintentional	 disruption	 of	 a	 transmission	 through	

interference,	noise	or	collision	and/or	a	malicious	attack	(Alajmi,	2014).	DoS	attacks	are	mostly	

malicious	attacks	with	the	sole	intent	on	disrupting	a	network.	A	DoS	attack	targets	the	network	

resources	 and	prevents	 legitimate	nodes	 from	using	 these	 resources	 in	 the	network.	 In	 the	

event	 of	 such	 an	 attack,	 the	 attacker	would	 typically	 send	multiple	 spurious	 packets	 into	 a	

network	to	exhaust	the	network	resources	available	with	the	sole	intention	of	disrupting	the	

network	services	(Pathan,	Lee	and	Hong,	2006).	It	 is	difficult	to	detect	such	an	attack	(Kaur,	

Kumar	and	Bhandari,	2017)	(Kumar,	2016).	For	a	key	management	scheme,	a	DoS	attack	can	

attempt	to	exhaust	the	legitimate	node	resources	by	sending	multiple	session	key	requests	or	

sending	multiple	 packets.	 Another	 highly	 disruptive	DoS	 attack	 is	 a	 distributed	DoS	 attack,	

where	the	attacker	uses	multiple	malicious	nodes	to	flood	the	network	with	packets.	In	a	key	

management	attack,	we	can	consider	multiple	key	requests	which	will	keep	the	nodes	busy	and	

use	up	energy	resources	as	a	distributed	DoS	attack.			

	
2.1.3	 Node	Capture	
 
Node	capture	in	WSNs	is	a	very	significant	attack.	If	an	attacker	gets	a	hold	of	a	sensor	node	of	

a	network,	this	can	lead	to	other	types	of	attacks.	(Abdallah	et	al.,	2014),	In	key	management	

for	WSN,	sensor	nodes	store	sensitive	information	such	as	keys,	node	identities,	routing	tables	

and	data.	The	node	and	the	information	could	be	compromised	in	a	node	capture	attack	(Du	et	

al.,	2004).	Once	an	attacker	has	information	on	the	network	keys,	they	can	decrypt	messages,	

generate	keys	with	other	legitimate	nodes,	disrupt	the	network	and	carry	out	other	types	of	

attacks	such	as:	

Node	Malfunction:	A	captured	node	could	be	damaged	or	modified	to	malfunction,	and	a	

malfunctioning	node	could	create	inaccurate	data	that	could	expose	the	integrity	of	the	sensor	

network	(Kumar,	Jain	and	Barwal,	2014)	
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Node	Replication:	A	type	of	Sybil	attack	that	an	adversary	can	undertake	after	node	capture.	

The	attacker	tries	to	introduce	the	malicious	nodes	into	the	network	to	establish	connections	

with	legitimate	nodes	(Kumar,	Jain	and	Barwal,	2014)	

	

2.1.4	 On-off	Attack	
 
In	an	on-off	attack,	an	attacker	 intends	to	disrupt	 the	network’s	performance	without	being	

detected	 or	 eliminated	 from	 the	 network.	 (Jiang	 et	 al.,	 2015),	 The	 attacker	 alternates	 its	

behaviour	between	good	and	bad	behaviour	in	order	to	avoid	detection	or	prolong	its	attack	

life	time	before	being	detected.	An	attacker	might	perform	on-off	attack	on	recommendation	

activities	 such	 as:	 giving	 false	 recommendation	 and	 accurate	 recommendation	 at	 different	

times.	 For	 example,	 showing	 good	 or	 bad	 behaviour	 can	 be	 done	 in	 the	 context	 of	

recommendations,	or	sharing	a	session	key	in	such	a	way	that	a	malicious	node	acts	in	a	good	

way	 for	 a	 certain	 time	 to	 lure	 a	 legitimate	 node	 to	 trust	 and	 want	 to	 cooperate	 with	 the	

malicious	 node,	 or	 can	 be	 done	 in	 the	 context	 of	 normal	 sensor	 network	 activities,	 such	 as	

aggregation,	routing,	and	sensing	physical	phenomena.		

	

2.1.5	 Bad	Mouth/Good	Mouth	
 
Bad	mouth	attack	is	a	common	attack	in	Trust	management	in	WSNs.	It	is	essential	to	consider	

such	an	attack	in	the	design	of	a	trust	mode	as	in	most	cases,	a	trust	management	system	might	

rely	on	recommendations	 from	sensor	nodes.	(Jiang	et	al.,	2015),	Bad	mouth	attack	 is	when	

malicious	nodes	give	a	negative	recommendation	on	a	legitimate	node	as	malicious	to	eliminate	

it	from	the	network.	Good	Mouth	attack	is	when	a	malicious	node	labels	another	malicious	node	

as	a	legitimate	node	in	other	to	perform	other	forms	of	attacks.		

	

2.2	 Key	Management	
 
Key	management	is	the	process	of	managing	cryptographic	keys	in	a	system	(Abdallah	et	al.,	

2014).	 The	managing	 system	 controls	 the	 generating	 and	 distribution	 of	 keys,	 key	 storage	

locations,	key	revocation	and	key	updates	among	other	key	responsibilities	in	a	network	(Seo	

et	al.,	2015).	To	mitigate	against	most	of	 the	security	 threats	 in	WSN,	 it	 is	essential	 to	have	

effective	communication	security.	This	can	be	based	on	cryptographic	algorithms	that	ensure	

sensor	 nodes	 have	 a	 set	 of	 shared	 encryption	 keys.	Data	 communication	 is	 one	 of	 the	 core	

responsibilities	of	sensor	nodes	in	a	wireless	sensor	network.	Therefore,	ensuring	a	secured	

data	communication	is	the	main	responsibility	of	an	efficient	key	management	scheme.	Several	
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key	management	approaches	have	been	proposed	for	WSNs	(Pietro,	Mancini	and	Mei,	2003),	

(Du	et	al.,	2004),	(Lu	et	al.,	2008),	(Mansour,	Chalhoub	and	Lafourcade,	2014),	(Abdallah	et	al.,	

2014)	.	However,	some	of	these	traditional	key	management	systems	are	not	dynamic	in	nature.		

Keys	are	generated	and	stored	in	the	sensor	nodes	before	node	deployment	and	not	refreshed	

or,	if	even	they	are	refreshed,	there	is	still	no	change	in	which	nodes	they	are	shared	with.	It	is	

essential	 to	avoid	using	static	keys	 in	such	situations.	Sensor	nodes	are	capable	of	changing	

their	behaviours	which	could	be	as	a	result	of	power	shortage,	an	attack,	performance	or	cluster	

change.		

Key	management	refers	to	the	mechanism	of	cryptographic	techniques	in	key	generation,	key	

distribution	and	key	maintenance	such	as	re-keying	or	revoking	a	key	(Abdallah	et	al.,	2014).	

Key	management	in	WSNs	enables	sensor	nodes	to	generate	different	types	of	keys	for	various	

tasks	 and	 node	 functions	 such	 as:	 secured	 data	 communication,	 routing,	 and	 storing	

information,	etc.	In	WSNs	there	are	a	number	of	different	varieties	of	keys	used	between	the	

network	nodes	 to	 ensure	 secured	data	 communication,	 such	 as	 network	 keys,	 cluster	 keys,	

peer-wise-keys.	There	are	different	types	of	cryptographic	algorithms:	private	(symmetric)	key	

cryptography;	which	requires	that	the	same	key	is	used	for	both	encryption	and	decryption.	

(Seo	et	al.,	2015),	Symmetric	key	cryptography	has	a	high	computation	overhead	and	uses	up	a	

high	storage	capacity	to	store	the	shared	secret	key.	Public	(asymmetric)	key	cryptography;	

uses	 different	 keys	 for	 encryption	 and	 decryption.	 It	 uses	 less	 storage	 space,	 it	 is	 scalable,	

resilient	 against	 some	 attacks	 such	 as	 node	 capture	 and	 impersonation,	 and	 also	 adapts	 to	

mobility.	 These	 algorithms	 ensure	 that	 the	 primary	 security	 functions	 required	 like	

confidentiality,	authentication,	integrity,	non-repudiation	and	key	exchange	are	incorporated.	

Key	 management	 is	 a	 challenging	 issue	 in	 the	 design	 and	 development	 of	 secured	

communications	in	WSNs	(Lu	et	al.,	2008).	Due	to	the	limited	capabilities	of	the	sensor	nodes,	

it	 is	 difficult	 to	 ensure	 security	 in	WSNs.	 Therefore,	 recent	 research	 work	 has	 focused	 on	

developing	 key	 management	 approaches	 that	 requires	 lesser	 resources.	 There	 have	 been	

several	proposed	key	management	schemes	for	WSNs	(Simplício	et	al.,	2010)(Pietro,	Mancini	

and	Mei,	2003)(Abdallah	et	al.,	2014)	for	different	network	topologies	like	peer-to-peer	(Lu	et	

al.,	 2008),	 or	 hierarchical	 networks.	 Some	 schemes	 are	 designed	 for	 specific	 functions	 in	

wireless	sensor	networks	like	static	networks,	dynamic	networks,	heterogeneous	functions	and	

more	 in	 the	 last	 few	 years.	 	 Due	 to	 time	 constraints,	 we	 decided	 to	 select	 an	 efficient	 key	

management	 scheme	 that	 will	 be	 suitable	 for	 this	 research.	 Previous	 key	 management	

approaches	to	wireless	sensor	networks	assist	with	an	effective	key	management	selection.	In	

the	next	section,	we	will	discuss	some	key	management	approaches.	
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2.2.1	 Related	Work	
 
In	 the	 last	 few	years,	many	key	management	 schemes	have	been	designed	 for	WSNs.	 Some	

schemes	were	 designed	 for	 specific	 functions	 and	 approaches	 considering	 factors	 like,	 key	

distribution,	 deployment	 method,	 sensor	 node	 capabilities	 including	 mobility,	 or	 network	

topology.	 Key	management	 can	 be	 categorised	 into	 a	 number	 of	 approaches	 by	 -	 dynamic	

architecture,	 key	 distribution,	 pre-deployment	 knowledge	 scheme.	 We	 shall	 examine	 each	

category	along	with	a	number	of	examples	of	their	use.		

	

Dynamic	 Architecture:	 It	 is	 essential	 to	 consider	 the	 network	 architecture	 or	 topology	

suitable	for	a	model	design.	A	general	framework	of	key	management	for	distributed	peer-to-

peer	 WSNs	 consisting	 of	 heterogeneous	 sensors	 was	 developed	 by	 (Lu	 et	 al.,	 2008).	 The	

topology	was	a	hierarchical	WSN	design	adopted	from	(Law	et	al.,	2003).	The	sensor	nodes	have	

different	classifications	with	the	base	station	being	the	most	powerful	node	and	the	sensor	node	

the	least	when	considering	factors	like	processing	capabilities	and	communication	range.	In	(Lu	

et	al.,	2008)	the	base	station	acts	as	a	key	distribution	centres.		

Inspired	by	(Liu,	Ning	and	Li,	2005),	Lu	et	al.’s	scheme	uses	a	pool	of	random	keys	but	with	a	

polynomial	share	which	is	allocated	to	each	sensor	and	each	polynomial	can	generate	multiple	

keys.	The	scheme	addresses	key	connectivity,	scalability	and	resilience.	In	terms	of	resilience	a	

contestable	assumption	 is	made,	 that	 the	nodes	 in	 the	network	can	recognise	compromised	

nodes.	

(Mansour,	 Chalhoub	 and	 Lafourcade,	 2014)	 evaluated	 different	 types	 of	 multi-hop	

authentication	protocols	and	key	establishing	mechanisms	in	WSN,	with	the	view	that	the	area	

of	node	authentication	protocols	had	only	been	researched	by	a	few	in	multi-hop	WSNs	and	

most	proposed	protocols	neglect	the	multi-hop	factor.	To	illustrate	some	details	about	multi-

hop	authentication	in	WSNs,	we	consider	the	methods	in	(Mansour,	Chalhoub	and	Lafourcade,	

2014)	

1. Pre-deployed	Keys:	 each	node	 knows	 the	 public	 key	of	 the	 base	 station	 and	 its	 own	

private	key	before	deployment.	Using	the	Diffie-Hellman	key	exchange	protocol,	a	node	

can	compute	a	shared	key	with	the	base	station.	

2. Authenticated	Multi-hop	Join	Protocols:	there	are	two	protocols	DJB	(Direct	join	to	the	

base	station)	and	IJB	(Indirect	join	to	the	base	station).	These	protocols	are	for	a	network	

join	authentication	key	establishment.	Direct	join	to	the	base	station	allows	new	sensor	

nodes	within	the	range	of	the	base	station	to	join	the	network	(Mansour,	Chalhoub	and	

Misson,	2014).	Indirect	join	to	the	base	station	is	when	a	new	node	wants	to	connect	to	
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the	 network	 through	 another	 neighbouring	 node	 (Mansour,	 Chalhoub	 and	 Misson,	

2014).		

After	these	authentication	protocols	(Mansour,	Chalhoub	and	Lafourcade,	2014)	proposed	two	

major	 key	 establishment	 protocols:	 multi-hop	 key	 establishment	 protocol	 using	 the	 base	

station	and	Multi-hop	key	establishment	protocol	without	base	station.	

(Gandino,	Montrucchio	and	Rebaudengo,	2014)	proposed	a	key	management	system	for	a	static	

WSN.	Static	WSN	is	stationed	sensor	nodes	with	no	mobility.	In	this	model,	a	symmetric	key	

establishment	model	was	presented.			

	

Key	 Distribution:	 In	 wireless	 sensor	 network,	 key	 distribution	 enables	 multiple	 nodes	 to	

exchange	keys	securely	over	a	communication	channel	(Coles,	Metodiev	and	Lu,	2016).	There	

are	several	methods	of	key	distribution.	(Simplício	et	al.,	2010),	presented	a	random	key	pre-

distribution	management	model	for	WSNs.	Another	random	key-assignment	scheme	for	WSN	

was	 proposed	 in	 (Pietro,	Mancini	 and	Mei,	 2003).	 There,	 the	 authors	 developed	 a	 pairwise	

solution	for	a	secured	pairwise	communication	within	a	peer-to-peer	network	by	storing	a	set	

of	keys	in	each	node	with	two	protocols.	(Pietro,	Mancini	and	Mei,	2003).		

The	mechanism	in	(Abdallah	et	al.,	2014)	uses	ECC	for	encryption	and	Diffie-Hellman	protocol	

to	establish/distribute	the	keys	in	the	network.	In	this	model,	the	keys	are	uniquely	generated	

and	shared	by	the	sensor	nodes.	The	WSN	architecture	was	a	hierarchical	sensor	network	with	

different	classification	of	nodes;	base	station	BS,	cluster-head	CH	and	sensor	nodes	N.	(Abdallah	

et	 al.,	 2014)	 In	 hierarchical	 WSN	 topologies	 the	 base	 stations	 are	 usually	 stationary	 and	

considered	 tamper	 resistant,	 these	 nodes	 or	 super	 nodes	 have	 higher	 capabilities	 than	 any	

other	 nodes	 .	 The	 difference	 in	 the	 pre-deployment	 notations	 in	 (Mansour,	 Chalhoub	 and	

Lafourcade,	2014)	and	in	(Abdallah	et	al.,	2014)	is	that	in	the	latter	the	keys	are	not	known	by	

the	 sensor	nodes	pre-deployment.	The	key	management	procedures	 considered	 issues	 like;	

new	nodes	deployment,	nodes	elimination	and	revocation,	mobility	management	and	re-keying	

procedure.	 This	 key	 management	 scheme	 is	 an	 efficient	 mechanism	 which	 reduces	

computation	overhead	with	the	use	of	ECC	and	considers	various	factors	in	the	different	areas	

of	the	networks.	This	key	management	scheme	was	selected	for	this	research	and	is	discussed	

further	in	Chapter	3.	

Pre-Deployment	 Knowledge	 Scheme:	 A	 few	 researchers	 believed	 that	 it	 was	 possible	 to	

estimate	in	advance	the	locations	of	each	sensor	nodes	for	a	static	wireless	sensor	network.	In	

other	words,	 they	could	 create	a	 cluster	pre-deployment	and	generate	keys,	 store	keys	and	

share	 keys	 between	 the	 node’s	 pre-deployment.	 Considering	 aerial	 deployment	 from	 an	
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airplane,	(Du	et	al.,	2004)	presents	a	model	that	determines	the	neighbours	of	each	node	in	the	

network	before	deployment.	The	keys	are	generated	for	the	sensor	node	and	its	neighbouring	

nodes	and	are	stored	in	the	node’s	directory	before	deployment.	Sensor	node	deployments	are	

random	 and	 difficult	 to	 predict	 their	 direct	 neighbours	 prior	 to	 deployment.	 With	 the	

assumption	 in	 this	 model,	 that	 sensor	 nodes	 are	 static	 once	 deployed.	 The	 random	 pre-

distribution	schemes	use	a	key	pool	system,	where,	the	set	of	keys	are	selected	from	the	pool	

and	stored	in	each	nodes	memory	before	deployment.		

	

2.3	 Trust	
 
Trust	can	be	defined	as	the	confidence	or	firm	belief	that	a	party	has	in	the	reliability	of	another	

party.	(Hoffman,	Zage	and	Nita-Rotaru,	2009)	defined	trust	as	the	level	at	which	an	entity	has	

total	confidence	in	another	entity	within	the	context	of	an	event	or	decision.	There	are	different	

definitions	of	trust	depending	on	the	context.	In	human	context,	most	relationships	are	built	on	

trust.	 A	 person	will	 need	 to	 trust	 the	 other	 party	 to	 enter	 any	 kind	 of	 relationship	 such	 as	

customer	 relation,	 credit	 allowance,	 business	 partnership,	 friendship	 and	 love-based	

relationships.	Knowing	how	good	an	entity’s	behaviour	is	against	how	bad	the	entity	behaves,	

people	are	able	to	evaluate	the	level	of	confidence	they	have	that	a	person	would	act	in	the	right	

manner.	 Thus,	 we	 should	 not	 focus	 solely	 on	 trust	 but	 also	 consider	 distrust,	 which	 is	 the	

opposite	of	trust	and	they	both	apply	as	either,	or.	Most	people	will	not	share	information	or	

communicate	 with	 people	 that	 they	 don’t	 trust.	 Distrust	 has	 received	 less	 attention	 in	 the	

literature	than	trust.	There	are	various	definitions	of	distrust	(which	is	also	known	as	disbelief,	

mistrust	or	untrustworthy).	Given	the	general	understanding	of	trust	and	distrust,	both	apply	

in	WSNs	and	this	research	considers	the	trust	and/or	distrust	relationships	from	one	sensor	

node	to	the	other.		

Trust	 is	 an	 important	 feature	 in	 WSNs	 and	 can	 help	 solve	 several	 related	 issues	 in	 such	

networks:	The	uncertainty	 in	 interaction	(Lopez	et	al.,	2010b).	However,	a	 trust	association	

between	two	sensor	nodes	can	also	be	used	to	carry	out	other	functions	beyond	collaboration.	

There	are	various	areas	of	study	wherein	the	notion	of	trust	has	been	extensively	researched	

(Junqi	Zhang	et	al.,	2010)	analysed	different	areas	of	trust	in	various	trust	related	contexts	such	

as	trust	process,	trust	platforms	and	computing	and	trust	management.	Trust	models	can	be	

classified	 into	 two	 categories	 as	 centralized	 and	distributed	models	 (Han	et	 al.,	 2014).	 In	 a	

centralized	model,	 a	 super	 node	 (typically	 the	 base	 station)	 calculates	 the	 trust	 values	 for	

sensor	 nodes,	 whereas	 in	 distributed	 trust	 schemes,	 the	 sensor	 nodes	 calculate	 their	 trust	

values	in	other	nodes	by	themselves.	Trust	in	WSN	has	been	widely	researched	as	an	effective	
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mechanism	in	solving	security	issues	by	providing	a	mechanism	to	safeguard	against	security	

threats	 to	 the	 network.	 Some	 trust	 management	 approaches	 will	 be	 discussed	 in	 the	 next	

section.	Trust	management	is	an	essential	tool	in	preventing	malicious	or	corrupted	nodes	from	

disrupting	the	activities	of	a	legitimate	node.		

	

	There	are	a	number	of	different	trust	properties	in	an	efficient	trust	management	system.	The	

trust	properties	differ	according	to	the	trust	model	in	question	and	must	be	defined	to	facilitate	

the	trust	calculation	or	evaluation.	Some	of	the	general	trust	properties	are:	trust	range,	direct	

trust	and	indirect	trust,	initial	trust	value	(Jiang	et	al.,	2015).			

A	common	range	for	the	trust	value	is	[0,1]	where	0	is	untrustworthy	and	1	or	any	value	in	

between	is	trustworthy	depending	on	the	trust	threshold.	A	threshold	is	a	point	of	reference	or	

a	set	point	that	differentiates	between	positive	and	negative.	An	example	(Zicari	et	al.,	2017)	

where	trust	value	is	[0,1],	the	threshold	is	set	at	0.5.	Any	value	below	0.5	is	classified	as	negative	

and	any	value	above	0.5	is	regarded	as	positive,	and	if	the	trust	value	is	equal	to	the	threshold	

no	decision	might	be	taken.		Other	trust	ranges	could	be	[0,	100]	(Junqi	Zhang	et	al.,	2010)	or	–

[1,	+1]	(Pirzada	and	McDonald,	2004).		

	

Figure 2: Trust framework 

A	final	trust	value	can	be	calculated	from	a	range	of	different	components,	each	representing	a	

facet	of	the	target	node’s	behaviour.	Each	component	is	given	a	weighting	value,	which	is	used	

in	 calculating	 the	 final	 trust	 value	 from	 the	 component	 values.	 The	weight	 given	 to	 a	 trust	

component	shows	the	significance	of	that	trust	value	in	the	final	trust	calculation.		

 
2.3.1	 Direct	Trust	

 
Direct	trust	is	the	direct	interaction	or	experience	trust	associated	with	a	node	that	is	directly	

measured	by	its	neighbouring	nodes	within	a	single	hop	range.	As	shown	in	Figure	2,	Node	X	

has	a	direct	relation	with	node	Y	but	not	a	direct	relationship	with	node	Z,	node	Y	has	a	direct	

X Y Z 

   Direct Trust 

Indirect Trust 
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relation	with	both	node	X	and	node	Z.	Node	X	is	able	to	calculate	the	direct	trust	it	has	for	node	

Y	based	on	their	interactions	to	determine	if	node	Y	is	trustworthy	or	untrustworthy.	There	are	

a	number	of	methods	that	have	been	introduced	for	calculating	a	direct	trust	value	(Lopez	et	

al.,	 2010b)(J.	 Zhang	 et	 al.,	 2010)(Tiwari	 and	 Kumari	 Kushwaha,	 2017).	 Most	 are	 designed	

depending	 on	 network	 services	 but	 some	 are	 designed	 depending	 on	 where	 and	 how	 the	

records	are	 stored	or	 the	 computation	 capability	of	 the	processing	node.	 (Huang	and	Nicol,	

2009)	Basic	trust	concept	denotes	B,	D	and	U	as	belief,	disbelief	and	uncertainty	which	can	be	

calculated	as	B	+	D	+	U	=	1,	where	1	is	positive	and	0	is	negative.	

	

2.3.2	 Indirect	Trust	

Indirect	trust,	sometimes	referred	to	as	recommendation	trust,	is	when	a	subject	node	requests	

a	recommendation	for	a	target	node	from	a	third-party	node	which	has	had	a	direct	interaction	

with	this	target.	As	shown	in	Figure	2,	node	X	is	the	subject	node	with	no	previous	interaction	

with	the	target	node	Z,	Node	Y	is	the	third-party	node	with	previous	direct	interactions	with	

node	Z.	Node	X	will	request	a	recommendation	from	node	Y	because	Y	has	a	direct	trust	value	

for	node	Z.	Node	X’s	in-direct	trust	value	for	node	Z	is	the	recommendation	from	node	Y	or	the	

direct	trust	value	of	node	Y	for	node	Z.	There	are	different	models	proposed	to	calculate	indirect	

trust,	 in	 (Jiang	et	al.,	2015)	calculates	 indirect	 trust,	 considering	a	multi-hop	scenario	when	

there	is	no	direct	interaction	between	two	nodes	(X	and	Z).		

	

2.3.3	 Initial	Trust	Value		

 
It	 is	usually	necessary	 to	decide	where	a	node’s	 trust	 value	might	 start	 from	at	 the	 time	of	

deployment.	The	initial	trust	value	assigned	to	each	node	could	be	0,	1,	0.5	depending	on	the	

trust	weighting	parameters.	In	many	cases	0.5	is	assigned	as	a	neutral	initial	trust	value	which	

could	either	increase	to	make	the	target	node	a	trustworthy	node	or	decrease	to	make	it	an	

untrustworthy	node.	It	is	not	effective	to	set	the	initial	trust	value	at	0,	or	1.	If	a	node	initial	

value	is	0,	signifies	that	the	node	is	untrustworthy,	the	neighbouring	nodes	might	not	want	to	

cooperate	with	an	untrustworthy	like	node.	If	in	a	network	the	initial	trust	value	for	all	nodes	

are	set	to	0,	the	network	might	fail	as	there	will	be	no	communication	in	the	network	because	

all	nodes	are	represented	as	untrustworthy.	If	the	initial	trust	value	is	set	at	1,	means	the	node	

is	trustworthy	and	should	the	node	be	compromised	before	any	interaction,	the	malicious	node	

would	 be	 able	 to	 carry	 out	 attacks	 because	 other	 nodes	 might	 want	 to	 interact	 with	 it.	 A	

common	challenge	with	an	 initial	 trust	value	set	at	neutral	 (Uncertain)	of	0.5,	 is	a	 situation	
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where	a	node	remains	idle	without	interactions.	A	few	trust	management	approaches	address	

the	 issue	 of	 idle	 or	 selfish	 nodes,	 using	 time	 factor	 to	 determine	 if	 it	 is	 trustworthy	 or	

untrustworthy.	

	

2.3.4	 Related	Work	
 
(J.	 Zhang	et	al.,	 2010)	 considers	 the	deployment	of	 a	 large	WSN.	The	 research	models	 trust	

management	based	on	direct	and	group	trust	to	address	the	security	issues	in	the	deployment	

of	a	large	number	of	sensor	nodes.	In	this	research	the	root	of	the	hierarchy	is	a	base	station	

which	 is	assumed	to	be	 the	strongest	node	with	more	or	unlimited	computation	power	and	

resources.	The	next	set	of	nodes	are	the	cluster	heads	which	are	each	the	head	of	a	group	of	

sensor	nodes.	The	sensor	nodes	are	the	least	powerful	nodes	in	the	network.	For	this	model,	it	

is	 assumed	 that	 the	 network	 nodes	 are	 in	 a	 fixed	 location	 where	 their	 location	 and	

communication	range	are	known.		

The	trust	management	is	divided	into	two	level	of	trust:	a	node	level	trust	management;	which	

is	the	level	of	trust	between	individual	nodes	and,	a	cluster	head	level	trust	management;	which	

is	the	level	of	trust	the	cluster	head	has	in	the	nodes	belonging	to	its	cluster	(Intra-cluster	trust	

management).	 The	model	 considers	 the	 time	 factor,	where	 it	 gives	more	 value	 to	 the	most	

recent	communication	or	corporation	in	the	newest	time	frame.	The	time	frame	is	crucial	for	

trust	evaluation.	(The	trust	value	with	the	longest	time	will	depreciate	in	weight	in	the	overall	

trust	 value	 and	 expire	 eventually).	 It	 is	 also	 imperative	 that	 a	 trust	management	 system	 in	

wireless	sensor	network	is	scalable	and	can	adapt	to	sensor	nodes	mobility.	(Junqi	Zhang	et	al.,	

2010)	advanced	the	previous	research	by	adding	a	dynamic	trust	management	with	flexible	

nodes	and	a	time	window	information	of	several	time	units.	The	dynamic	trust	management	

accounts	for	an	Inter-cluster	trust	management,	where	a	node	can	move	from	one	cluster	to	the	

other	and	the	cluster	head	will	be	required	to	send	the	trust	records	of	that	node	to	the	new	

cluster	head.	In	the	model,	the	cluster	heads	also	record	the	energy	level	of	each	sensor	nodes	

in	the	group	cluster.	The	time	units	record	the	interaction	history	within	a	certain	time	unit.	

Due	 to	 limited	 resources,	 recording	 all	 historic	 interactions	 in	 a	 time	 unit	will	 exhaust	 the	

storage	capability	of	a	sensor	node.		

Considering	a	remote	deployment	environment	(Kaur,	Gill	and	Dhaliwal,	2016)	developed	a	

trust	based	routing	model	in	a	secured	trust	based	key	management	routing	framework	(STKF)	

to	 prevent	 against	 passive	 and	 active	 attacks.	 Here	 a	 neighbour	 node	 is	 responsible	 for	

neighbour	selection	which	is	dependent	on	the	past	and	present	node	to	node	cooperations	for	

routing	data	from	source	to	destination	to	guarantee	a	secure	and	trustworthy	route.	By	node	



 15 

to	node	selection	based	on	past	and	present	behaviour,	a	node	can	also	eliminate	a	malicious	

node	from	its	routing	table	by	updating	the	direct	trust	values.	

Also	in	(Kaur,	Gill	and	Dhaliwal,	2016)	indirect	trust	is	considered	as	the	trust	relation	between	

distributed	 nodes	 who	 do	 not	 have	 direct	 interactions	 with	 a	 target	 node.	 The	 indirect	

trust/recommendation	for	any	node	is	could	be	collected	from	its	neighbouring	nodes.		

(Che	et	al.,	2015)	 is	a	 lightweight	 trust	management	based	on	Bayesian	and	Entropy	model,	

developed	with	 consideration	 for	 computation	 overhead.	 Computation	 overhead	 is	 a	major	

challenge	in	wireless	sensor	networks	because	in	most	models,	the	more	efficient	the	model	

becomes	 the	higher	 the	 computation	overhead.	 In	 this	model,	 to	minimise	 the	 computation	

overheard,	 there	 is	 provision	 to	 consider	 only	 the	 direct	 trust	 as	 a	 satisfactory	 trust	 value	

without	 computing	 the	 indirect	 trust.	 A	 valuable	 addition	 to	 this	 model	 is	 the	 direct	 trust	

confidence	level	of	a	node.	Direct	trust	confidence	is	a	unique	attribute	in	a	trust	management.	

It	is	a	lightweight	approach	because	it	reduces	computation	overhead.	A	node	can	measure	the	

confidence	level	it	has	in	a	trust	calculation	(Patel	et	al.,	2005).	(Che	et	al.,	2015),	if	the	direct	

trust	confidence	is	above	a	network	defined	threshold,	the	direct	trust	value	is	sufficient	enough	

and	considered	as	the	final	trust	value,	thus	there	will	be	no	indirect	trust	calculation,	and	this	

will	reduce	the	computation	overhead.	However,	if	the	trust	confidence	is	below	the	threshold,	

an	indirect	trust	calculation	would	be	required	for	the	final	trust	calculation.		

	

2.4	 Trust	Based	Key	Management	
 
Most	 key	 management	 systems	 as	 discussed	 earlier	 are	 focused	 on	 securing	 data	

communication	 channels,	 by	 generating	 and	 establishing	 keys	 between	 sensor	 nodes.	 This	

provides	a	level	of	security	for	data	communication	but	could	be	vulnerable	to	other	forms	of	

security	threats	to	the	sensor	nodes	as	discussed	earlier.	Trust	based	key	management	enables	

the	key	management	model	to	incorporate	a	decision	mechanism	that	identifies	and	eliminates	

malicious	nodes	 from	the	key	establishment	process.	 	 	Several	 trust	based	key	management	

schemes	have	been	proposed	over	the	years	to	ensure	a	secured	data	communication	in	WSNs	

such	 as	 (Khatri,	 2014)	 which	 uses	 the	 identity	 of	 a	 node	 and	 the	 trust	 model	 in	 the	 key	

management	approach	to	establish	keys.	In	(Kaur,	Gill	and	Dhaliwal,	2016),	a	secure	trust	based	

key	management	routing	protocol	was	proposed	to	provide	a	secured	and	trustworthy	data	

communication	channel.	In	this	paper,	the	trustworthiness	of	a	node	on	a	route	depends	on	the	

present	and	past	interactions	of	one	node	to	another.	The	routing	protocol	provides	an	update	

mechanism	where	a	route	update	is	required	to	identify	and	remove	compromised	nodes	from	

the	route.	A	unique	channel	link	is	created	between	nodes	using	a	“q”	composite	random	key	
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pre-distribution	 to	 guarantee	 complete	 data	 communication.	 (Feng,	 Kuan	 and	 Hao,	 2010),	

proposed	 a	 combined	 protocol	 using	 trust	 computing	 technology	 and	 secure	 node	

authentication.	This	paper	introduced	a	multicast	framework	believed	to	be	secure	to	mitigate	

potential	threats	in	routing	or	route	maintenance.		

	

2.5	 Chapter	Summary	
		
In	 this	 chapter,	 we	 discussed	 some	major	 security	 threats	 to	 key	management	 in	 wireless	

sensor	 networks	 and	 how	 they	 can	 affect	 the	 network.	We	 explained	 the	 importance	 of	 an	

efficient	key	management	protocol	and	evaluated	existing	key	management	schemes	which	we	

believed	were	 relevant	 to	 this	 research	 to	 identify	 the	most	 suitable	model	 which	we	will	

discuss	 further	 in	 the	 next	 chapter.	 Additionally,	 we	 discussed	 some	 of	 the	 previous	 trust	

models	within	 the	 literature	 review.	As	 illustrated,	 some	models	were	designed	 for	 a	 static	

network	where	 the	 nodes	were	 assumed	 to	 be	 in	 a	 fixed	 location,	while	 others	 had	 a	 high	

computation	overhead.	A	few	models	use	up	the	node	storage	and	energy	without	considering	

the	limited	resources	in	the	nodes.	An	important	issue	is	to	provide	a	secured	scheme	with	a	

low	computation	overhead	while	considering	the	sensor	nodes	limited	resources	in	a	scalable	

and	adaptable	manner.	We	will	be	discussing	the	network	architecture	of	our	model	in	the	next	

chapter	including	the	trust	model	framework.	
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Chapter	3:	 Architecture	and	Design	
 
 
Trust	based	key	management	is	significant	for	sensor	networks	as	it	provides	a	collaborative	

mechanism	 to	 isolate	 and	 exclude	malicious	 or	 corrupted	 nodes	 from	 the	 network.	 In	 this	

chapter	we	describe	the	architecture	of	a	heterogeneous	hierarchical	wireless	system.	We	then	

provide	an	overview	of	our	proposed	key	management	architecture,	after	which	we	discuss	the	

trust	model	that	helps	monitor	the	sensor	nodes’	behaviours	in	the	network	and	dynamically	

evaluates	their	trust	values.		

	

3.1	 Network	Architecture	
 
As	 discussed	 in	 Chapter	 2,	 there	 are	 various	 forms	 of	 WSNs.	 These	 includes	 peer-to-peer	

networks,	 homogenous	 static	 networks,	 and	 heterogeneous	 hierarchical	 networks.	 For	 this	

research	we	have	chosen	to	use	a	heterogeneous	hierarchical	topology	as	shown	in	Figure	3.	

Unlike	 a	 flat	 homogenous	 network,	 a	 heterogeneous	 network	 consists	 of	 different	 types	 of	

nodes	with	different	capabilities	such	as	transmission	range,	computation	power	and	sensing	

capabilities.	 The	most	 common	 heterogeneous	 architecture	 is	 a	 heterogeneous	 hierarchical	

WSN.	In	a	hierarchical	WSN,	the	nodes	are	categorised	into	three	classes	of	base	station,	cluster	

head	and	sensor	nodes.	We	consider	this	network	architecture	to	be	scalable	in	adapting	to	a	

larger	number	of	sensor	nodes.		

Base	Station:	-	The	base	station,	also	known	as	the	super	node,	manages	the	cluster	head	and	

the	 sensor	 nodes.	 The	 base	 station	 acts	 as	 the	 network	 administrator	 and	 has	 a	 wide	

communication	range	enough	to	reach	all	the	cluster	heads	and	sensor	nodes	in	the	network.	It	

could	add	a	new	node	to	the	network	and	remove	a	malicious	node	or	cluster	head	from	the	

network.	We	assume	that	the	base	station	is	the	highest	capacity	node	with	unlimited	resources	

and	 can	 compute	 with	 the	 highest	 capabilities.	 The	 base	 station	 is	 assumed	 to	 be	 tamper	

resistant	and	considered	to	be	the	most	secured	and	trusted	node	in	a	wireless	sensor	network.	

The	base	station	will	update	the	network	key	and	inter-cluster	key	if	it	eliminates	a	node	or	at	

a	system	defined	time.	

Cluster	Head:	-	After	deployment,	the	sensor	nodes	are	divided	into	groups	or	clusters	based	on	

their	 communication	 range.	 A	 cluster	 head	 is	 in	 the	 second	 category	 of	 nodes	 with	 less	

capabilities	 than	 the	 base	 station.	 These	 nodes	 have	more	 power	 and	 resources	 and	wider	

transmission	range	when	compared	to	normal	nodes	in	the	cluster.		
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Figure 3: Hierarchical Architecture (Abdallah et al., 2014) 

There	can	be	multiple	clusters	in	a	network	and	each	cluster	has	a	cluster	head	who	manages	

the	sensor	nodes	within	its	cluster	group.		We	assume	that	the	cluster	heads	are	appointed	by	

the	system,	the	transmission	range	of	the	cluster	head	is	wide	enough	to	reach	the	base	station,	

neighbouring	 cluster	 heads,	 and	 to	 cover	 its	 cluster	 area.	 The	CH	keeps	 record	 of	 the	 trust	

values	of	sensor	nodes	in	its	cluster.	The	record	is	obtained	when	there	is	a	need	to	change	the	

cluster	key	or	when	a	malicious	node	is	identified/reported	by	a	sensor	node.	It	could	eliminate	

a	malicious	node	from	its	cluster,	allow	a	node	to	join	the	cluster,	revoke/change	the	cluster	

key	and	evaluate	the	trustworthiness	of	another	cluster	head.		

Sensor	 Node:	 -	 This	 category	 of	 nodes	 primarily	 has	 two	 main	 tasks:	 sensing	 and	

communicating/relaying	of	data	gathered.	The	sensor	nodes	gather	information/data	from	its	

environment,	then	transmits	the	data	collected	to	its	cluster	head	in	a	single	hop	or	multi-hop	

(through	other	sensor	nodes).	 	The	sensor	nodes	are	 in	the	 lowest	category	of	 the	network.	

These	nodes	have	limited	capabilities	compared	to	the	nodes	in	the	higher	categories.	Sensor	

nodes	might	rely	on	their	neighbouring	nodes	to	transfer	data	to	the	cluster	head	and	rely	on	

the	cluster	head	to	transfer	data	to	the	base	station	due	to	their	limited	transmission	range.	The	

sensor	node	is	where	most	of	the	trust	calculation	occurs.	The	sensor	node	evaluates	the	trust	

of	its	neighbour	nodes	before	establishing	keys	for	secured	data	communication.		
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For	example,	a	node	attempting	to	transmit	information	to	the	base	station	will	identify	the	best	

path	 to	 the	base	 station	 through	 its	neighbouring	node	by	evaluating	 the	 trust	 it	has	 in	 the	

nodes.	A	sensor	node	can	only	be	attached	to	one	cluster	at	any	given	time,	also	 the	sensor	

nodes	in	the	network	are	mobile	and	has	the	ability	to	move	from	one	cluster	to	another	cluster.		

	

3.2	 Proposed	Key	Management	System	
 
As	this	research	is	focused	on	trust	management,	not	key	mechanisms,	we	decided	to	select	an	

existing	key	management	scheme	to	which	we	would	add	trust	in	(Abdallah	et	al.,	2014).	The	

key	management	scheme	takes	into	consideration,	the	limited	resources	associated	with	sensor	

nodes	 and	 it	 is	 adaptive	 to	 node	 memory	 size,	 node	 energy,	 and	 limited	 computation	

capabilities,	by	implementing	an	efficient	and	less	complex	approach	compared	to	existing	key	

management	 schemes.	 The	 network	 architecture	 was	 designed	 for	 a	 hierarchical	 sensor	

networks	with	different	classification	of	nodes;	base	station	BS,	cluster-head	CH	and	sensor	

nodes	 N.	 The	 mechanism	 uses	 an	 elliptic	 curve	 public	 key	 cryptography	 (ECC)	 and	 Diffie-

Hellman	key	exchange	protocol	which	uses	less	computation	overhead	to	ensure	efficient	and	

secure	key	generation	and	exchange	in	different	node	categories	of	the	network.	The	keys	are	

not	 generated	 or	 stored	 in	 the	 nodes	 pre-deployment	 (Abdallah	 et	 al.,	 2014).	 The	 key	

management	 scheme	 provides	 a	 level	 of	 secured	 data	 communication	 by	 addressing	 some	

security	threats	like	node	capture	in	cluster	head,	node	replication	at	deployment	phase	and	

energy	depletion	attack	during	key	establishment	procedures	between	sensor	nodes.	 In	this	

model	 the	cluster	heads	are	nodes	with	higher	processing	capacity	with	a	 large	storage	and	

long-lasting	batteries.	Cluster	heads	can	have	 inter-cluster	communications	where,	a	cluster	

head	can	communicate	with	other	cluster	heads	and	an	intra	cluster	communication	where,	a	

cluster	head	can	communicate	with	sensor	nodes	within	its	cluster.	The	cluster	head	can	also	

relay	data	collected	from	sensor	nodes	to	the	base	station.	It	is	assumed	that	the	cluster	heads	

are	tamper	resistant	and	an	automatic	destruction	or	auto	memory	eraser	functionality	can	be	

implemented	to	provide	resistance	against	node	capture	attack.	The	base	station	is	assumed	to	

be	 in	 a	well	 secured	 location	which	might	 be	 localized	 anywhere	 around	 the	network.	 It	 is	

considered	to	be	the	most	secured	node	and	the	most	trusted	and	reliable	node	of	the	WSN.	For	

more	information	on	ECC	see	(Koblitz,	1987).	ECC	provides	an	efficient	public	key	cryptography	

with	a	high	security	standards	as	other	cryptosystem	technique.			Equation	1	is	a	form	of	Galois	

finite	field	in	ECC	see	(Koblitz,	1987).		

E(Fp)	=	{(x,	y)	∈ "#$,	y2	=	x3	+	ax	+	b}	∈	{O}	 	 	 	 	 	 	 												(1)	

	a	and	b	will	need	to	satisfy	4a3	+	27b2	<>	0	
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Key	Establishment	(Abdallah	et	al.,	2014)	

A:	Prior	to	Deployment	

1. The	base	station	randomly	picks	a	prime	number	p,	the	elliptic	curve	E(Fp)	and	a	group	

point	G	∈	Fp.	(Miller,	1986)		

2. The	base	station	then	generates	its	private	key	%&'(	∈	ZP,	where	2	≤	%&'(	≤	p	−1.		

3. The	BS	then	computes	its	elliptic	curve	public	key,	)*'(	=	%&'(+.		

4. The	elements	p,	E(Fp),	G,	)*'(	are	stored	in	each	sensor	node	along	with	a	temporary	

key	,-	prior	to	deployment.		

The	temporary	key	will	be	used	to	authenticate	the	deployed	nodes.		

B:	Individual	Key	

	The	 individual	 keys	 are	 the	 sensor	 node	 private	 and	 public	 keys	 used	 to	 secure	 data	

communications	between	the	base	station	and	the	sensor	nodes.		

Once	deployed,	after	network	integration	and	cluster	establishment,	each	node	will	compute	

its	private	key	%&.	∈	ZP	by:	

1. Hash	function	%&. 	=	Hash	(idx	||	Ko	||	Ni)	mod(p)	where	x	is	a	sensor	node	and	Nx	is	a	nonce	

generated	randomly,	ensuring	that	all	the	private	keys	are	not	the	same.		

2. Once	the	private	key	/0 	is	known,	the	sensor	node	computes	its	own	elliptic	curve	public	

key	)*. 	=	%&.G.	With	these	the	sensor	node	will	be	able	to	compute	an	individual	pairwise	

secret	key	with	the	base	station,	,0 	= 	%&.%3'( 	= 	%&.%&'(+.		

3. The	sensor	node	/	sends	its	public	key	)*. 	to	the	base	station	for	validation	and	to	be	

stored	 in	 the	 public	 key’s	 storage.	 Using	 the	 temporary	 key	 ,- 	 the	 message	 is	

authenticated	 to	 ensure	 that	 it	 is	 from	 a	 genuine	 sensor	 node	 by	 a	 Hash	 Message	

Authentication	Code	(HMAC).		

4. The	base	station	verifies	the	identity	of	the	sensor	node,	validates	and	saves	the	public	

key	of	the	sensor	node	in	its	public	keys	storage,	then	establishes	the	individual	pairwise	

secret	key	,0 	= 	%&.%3'( 	= 	%&.%&'(+	

5. Finally,	the	base	station	sends	an	acknowledgement	message	to	the	sensor	node	that	is	

authentication	by	a	MAC	calculated	using	,0 .	The	sensor	node	will	immediately	delete		

,-	(the	initial	key)	from	its	memory		

	

C:	Intra-Cluster	Key	

Using	 the	 same	 method,	 (Abdallah	 et	 al.,	 2014)	 presented	 Intra-cluster	 pairwise	 keys	 and	

cluster	key	management,	to	secure	data	communication	between	sensor	nodes	and	their	cluster	

head.	The	sensor	nodes	can	setup	a	pairwise	key	with	its	neighbouring	nodes	in	other	to	relay	
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information	to	the	cluster	head.	The	sensor	node	pairwise	keys	can	be	established	in	the	same	

way	as	the	individual	keys	described	above.	The	difference	in	this	case	is	that	the	public	keys	

must	be	requested	from	the	base	station	and	each	node	is	to	verify	its	validity	before	key	setup.		

1. The	base	station,	using	the	secret	key	shared	with	a	requesting	node	will	calculate	a	

MAC	of	the	public	key	

2. Sensor	 node	 /	 and	 4	 can	 set	 up	 a	 pairwise	 key	 ,.,6 	= 	%&6%3.	 = 	%&.%36 	=

		%&.%36+	

3. Similarly,	 the	 cluster	 head	 and	 sensor	 node	 pairwise	 key	 can	 be	 set	 up	 where,	

,78,. 	= 	%&.%378	 = 	%&78%3. 	= 	 	%&78%3.+	 	 	 	 	 	

	

D:	Cluster	Key	

There	is	also	a	cluster	key	in	the	model	which	is	a	general	key	shared	within	a	cluster	to	enable	

in-network	communication	and	reduce	usage	of	resources.	The	cluster	key	is	created	once	a	

cluster	 is	established.	Each	cluster	have	different	cluster	key.	For	 the	cluster	key	 the	model	

proposed	a	group	communication	private	sharing	key	derived	from	(Shamir,	1979)	which	is	

assumed	to	be	more	efficient	than	exiting	procedures.	For	each	node	&	in	a	cluster,	its	cluster	

head	calculates	and	sends	its	public	key		

)*78,0 	= 	 %&78 	∑ )*:;<
=>?,=	@0 										 	 																										(2)	

AℎCDC	E0&F	GℎC	:3HICD	JK	:JLCF	&:	GℎC	MN3FGCD		

	

The	cluster	key	CK	can	be	computed	by	each	node	simply	by	adding	the	intra-cluster	pairwise	

key	and	its	public	key	

O, = 	,78,0 + 	)*78,0 = 	 %&78 	∑ )*=
;<
=>?, 																																																					(3)	

AℎCDC	,78,0	&F	GℎC	&:GDQ − MN3FGCD	%Q&DA&FC	SC4	

	

E:	Inter-Cluster	Key	

With	the	same	method	as	the	cluster	key,	the	cluster	heads	and	the	base	station	can	establish	

an	inter-cluster	key	IC	

TO = %&'( 	 U )*78

;VW

78>?

	

	 	 	 	 	 	 	 	 	 	 	 	 													(4)	

The	Inter-cluster	key	can	be	used	to	ensure	a	secured	message	broadcast	between	cluster	heads	

and	base	station.	This	could	also	be	referred	to	as	the	second	level	of	the	network	hierarchy.			
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F:	Network	Key	

The	network	key	 is	 a	key	 shared	by	all	 the	participating	nodes	of	 a	network	 from	 the	base	

station	 to	 the	 sensor	 nodes.	 This	 is	 key	 is	 generally	 used	 for	 a	 secured	 network	 message	

broadcast	by	the	base	station.	It	is	an	alternative	to	broadcasting	first	to	the	cluster	head	(Using	

the	inter-clusters	key)	then	having	the	cluster	heads	broadcast	to	their	clusters	(Using	an	intra-

cluster	key).			

The	network	key	NK	was	distributed	in	two	procedures,	which	is	a	combination	of	the	Inter-

cluster	key	and	the	Cluster-Key.	

1. The	base	station	randomly	generates	the	network	key	

2. Encrypts	the	network	key	with	IC	and	transmits	the	network	key	to	all	the	cluster	heads	

3. Each	 cluster	 head	 decrypts	 the	 message	 and	 encrypts	 the	 NK	 with	 CK,	 before	

transmitting	the	message	to	all	members	of	its	cluster.	

The	 key	 management	 procedure	 considered	 issues	 like;	 new	 nodes	 deployment,	 nodes	

elimination	 and	 revocation,	 mobility	 management	 and	 re-keying	 procedure.	 The	 key	

management	scheme	is	an	efficient	mechanism	which	reduces	computation	overhead.	

	

G:	Key	Expiry	and	Refresh		

Keys	may	expire	and	need	refreshing	under	 two	circumstances.	Firstly,	keys	are	allocated	a	

system	defined	 life-time.	 If	 the	keys	expire,	 the	nodes	are	 required	 to	 refresh	 the	keys.	The	

second	scenario	is,	when	too	many	node’s	trust	values	drops	below	a	system	defined	threshold,	

the	key	management	requires	the	sensor	nodes	to	refresh	their	keys	in-order	to	establish	a	new	

key.	Not	all	the	keys	would	be	refreshed.	To	refresh	a	key	or	establish	a	new	session	key,	the	

node	will	evaluate	the	trust	value	of	the	target	node.	The	keys	will	be	refreshed	for	only	trusted	

nodes.	 The	 intra	 cluster	 key	 is	 refreshed	 once	 a	 cluster	 head	 is	 corrupted.	 The	 refreshing	

procedure	is	explained	in	(Abdallah	et	al.,	2014).	

	

3.2.1	 Mini	Summary	

This	is	an	efficient	key	management	system	and	a	reasonable	dynamic	scheme	which	takes	into	

consideration,	the	limited	capabilities	of	sensor	nodes	in	a	wireless	sensor	network.	The	key	

management	approach	addresses	some	security	threats	like	node	capture	and	node	replication	

to	some	degree	but	no	other	significant	attacks	as	discussed	in	Chapter	2.	We	believe	that	the	

key	 management	 could	 be	 usefully	 enhanced	 to	 address	 the	 security	 issues	 discussed	 in	

Chapter	2,	provide	a	scalable	and	efficient	scheme	for	wireless	sensor	network	by	introducing	

a	trust	mechanism.	
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3.3	 Trust	Architecture	
		
As	mentioned	in	the	previous	section.	The	trust	model	is	to	enhance	the	decisions	of	a	node’s	

key	management	factors	such	as:	when	to	generating	a	key,	when	to	share	a	key,	and	when	to	

revoke	or	refresh	a	key.	Here	are	some	decision	parameters	needed	to	be	address:		

	

Base	Station	 Cluster	Head	 Sensor	node	

Is	a	node	trustworthy	

	

Is	a	sensor	node	trustworthy		

	

Is	a	sensor	node	

trustworthy	

	

Is	a	cluster	head	trustworthy	

	

Should	I	share	a	key	

	

Should	I	share	a	key	

	

Should	a	sensor	node	be	

allowed	to	join	the	network	

	

When	to	revoke	a	key	

	

Should	I	revoke	a	key	

When	to	eliminate	a	node	

	

Allowing	a	node	to	join	the	

cluster	

	

Should	I	update	a	key	

	

	

When	to	update	the	network	

key	

	

Eliminating	a	node	from	the	

cluster	

	

	

When	to	update	the	inter-

cluster	key	

	

When	to	change	the	cluster	

key	

	

	

	 Is	another	cluster	head	

trustworthy	

	

	

Table 1: Node trust key management decisions 

In	 order	 to	 achieve	 this,	we	will	 need	 to	 define	 the	 trust	 components	 needed	 to	 efficiently	

produce	a	trust	outcome.		

	

3.3.1	 Design	Principles	
		
Our	 approach	 is	 to	 develop	 a	 lightweight	 trust	 management	 scheme	 for	 wireless	 sensor	

network.	With	consideration	for	the	limited	resources	in	sensor	nodes,	the	model	should	use	
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the	minimal	possible	amount	of	energy,	computation,	communication	and	storage.	The	trust	

management	system	is	to	provide	a	collaborative	mechanism	to	identify,	isolate	and	exclude	

malicious	or	corrupted	sensors	from	the	network.	With	relation	to	key	management,	it	guides	

critical	decision-making	processes	in	key	management	functions.		These	principles	are	essential	

in	developing	an	efficient	trust	scheme.		

Trust	can	enhance	key	management	in	WSNs	by	allowing	nodes	(including	cluster	heads	and	

the	 base	 station)	 to	 decide	 with	 which	 other	 nodes	 to	 establish	 keys.	 	 Trust	 depends	 on	

examining	the	past	behaviour	of	nodes	to	anticipate	their	likely	future	behaviour.			

We	define	the	trust	model	as	TMWSN-KM	=	(E,	TR,	OP)	where	E	represents	the	entities	of	the	trust	

model,	 TR	 represents	 the	 trust	 relationships	 between	 the	 entities	 and	 OP	 represents	 the	

operations	that	manage	the	trust	relationships.	

Our	WSN	 trust	model	 encompasses	 three	 types	of	 entities:	 base	 stations,	 cluster	heads	 and	

general	nodes.		The	functions	of	these	within	the	WSN	have	been	discussed	above.		More	detail	

on	their	functioning	in	terms	of	trust	will	be	given	below	but,	in	brief,	the	base	station	maintains	

trust	values	in	the	cluster	heads	and	determines,	using	the	trust	values,	whether	a	node	is	fit	to	

remain	as	a	cluster	head.		If	a	new	cluster	head	is	required,	then	the	base	station	will	select	them	

from	other	nodes	based	on	recommendations	from	the	remaining	cluster	heads.		Cluster	heads	

manage	their	clusters	and	use	trust	values	to	determine	cluster	membership,	represented	by	

distribution	of	the	cluster	keys.	 	 Individual	nodes	will	use	trust	value	to	determine	pairwise	

keying	arrangements.	

More	formally,	

• BS	is	the	Base	station	

• CH	is	the	set	of	clusters	heads	ch	

• N	is	the	set	of	general	sensor	nodes	n	

• Therefore	E	=	{BH,	CS,	N}	

TR	 represents	 the	 set	 of	 all	 trust	 relationships	 between	 entities	 of	 the	 system.	 	 A	 trust	

relationship	is	a	5-tuple	tr	=	(e1,	e2,	DT,	θ,	CT)	which	represents	the	trust	entity	e1	has	in	entity	

e2	and	where:	

• e1	∈	E	and	e2	∈	E,	

• DT	is	the	value	of	the	direct	trust	that	e1	has	in	e2	

• θ	is	the	time	at	which	DT	was	calculated	

• CT	is	the	set	of	trust	components	(ct)	from	which	DT	was	calculated	
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As	will	be	discussed	in	Chapter	4,	trust	for	key	management	in	WSNs	is	best	calculated	based	

on	a	number	of	components,	such	as	direct	key	events,	communication	and	energy.		CT	is	a	set	

of	component	tuples	consisting	of	(CTID,	evidence)	where	

• CTID	identifies	the	trust	component	type	

• evidence	 is	 the	 set	 of	 evidence	 from	 which	 the	 trust	 value	 for	 that	 component	 is	

calculated.	

Example	trust	component	types	are	discussed	in	Chapter	4.		As	is	also	described	there	the	form	

of	evidence	for	each	trust	component	type	may	vary.		For	example,	for	communication	trust,	it	

could	be	observations	of	when	a	node	did	and	did	not	deliver	a	message.		For	energy	it	could	be	

observations	of	energy	expenditure.	

OP	is	the	set	of	operations	that	is	used	to	calculate	and	manage	trust.		Each	evidence	type	may	

require	a	different	calculation.		There	are	also	the	operations	used	to	group	the	component	trust	

together	and	calculate	a	single	trust	value.		These	are	also	discussed	in	Chapter	4.	

	

3.3.2	 Trust	Properties	

As	discussed	above	our	trust	model	consists	of	trust	relations	(tr)	between	entities	(e1	and	e2).		

The	trust	value	(DTe1e2)	is	calculated	from	a	set	of	trust	components	(CT).		The	final	trust	value	

that	 e1	 has	 in	 e2	 is	 calculated	 form	 the	 direct	 trust	 value	 DTe1e2	 and,	 potentially,	 from	

recommended	 trust,	which	 is	 the	direct	 trust	value	other	nodes	 (ex)have	 in	 the	 target	node	

(DTexe2).	 	Whether	 indirect	 trust	 is	required	depends	on	the	confidence	that	e1	has	 in	DTe1e2.		

These	concepts	are	further	discussed	below:	

	

Direct	Trust:	One	of	the	best	ways	to	evaluate	a	trust	in	a	person	is	through	direct	contact.	You	

could	assess	a	person’s	character	from	previous	interactions	with	the	person.	This	also	applies	

to	sensor	nodes.	Direct	 trust	 is	comprised	of	categories	and	each	category	ct	has	a	series	of	

events.	There	are	various	categories	such	as	communication	trust,	routing	trust,	packet	trust,	

energy	trust	and	others	that	make	up	direct	trust.	However,	for	this	model	we	evaluated	our	

direct	trust	by	considering	communication	and	energy	trust	as	examples	of	categories.	

Data	communication	 is	one	of	 the	core	responsibilities	of	sensor	nodes	 in	a	wireless	sensor	

network.	Sensor	nodes	rely	on	their	neighbouring	nodes	to	transfer	data	to	the	base	station	due	

to	 their	 limited	 transmission	 range.	A	 target	 node	 examines	 the	 communication	 trust	 of	 an	

object	node	with	the	Bayesian	formula.	If	the	trust	value	is	above	the	system	defined	threshold,	

the	node	will	be	classified	as	trustworthy	or	untrustworthy	if	the	value	is	below	the	threshold.		



 26 

Energy	is	part	of	the	main	resources	available	to	nodes	in	WSN.	The	nodes	extremely	rely	on	

their	battery	energy	available	to	them	in-order	to	carry-out	tasks	in	the	network.	It	is	important	

to	 access	 the	 capability	 of	 a	 node	 before	 establishing	 a	 key	 and	 starting	 communication.	 A	

malicious	node	can	either	be	very	active	which	will	lead	into	a	high	level	of	energy	consumption	

or	a	malicious	node	can	also	be	highly	inactive	which	will	lead	to	less	or	no	energy	consumption.	

In	a	case	of	where	a	node	is	highly	inactive	or	selfish,	might	make	the	node	communication	trust	

value	very	low.	The	topic	of	direct	trust	will	be	further	discussed	in	section	4.1:	

	

Direct	Trust	Confidence:	As	discussed	above,	“the	best	way	to	know	a	person	is	through	direct	

interaction”.	 However,	 it	 is	 also	 crucial	 to	 be	 confident	 or	 sure	 of	 your	 assumptions	 of	 the	

person’s	 character.	 	 We	 employ	 trust	 confidence,	 which	 is	 a	 unique	 mechanism	 to	 reduce	

computation	overhead.	This	mechanism	is	the	level	of	confidence	a	node	has	in	its	direct	trust	

evaluation	in	another	node.	A	general	human	example	is:	If	Alice	and	Bob	have	been	friends	for	

2	years	and	Alice	and	Tom	have	only	been	friends	for	1-week,	ideally	Alice	will	trust	Bob	more	

than	Tom	by	knowing	Bob	more	than	Tom.	However,	even	though	this	example	is	about	length	

of	 relationship,	 it	 could	 be	 number	 of	 interactions	with	wireless	 sensor	 nodes.	 Direct	 trust	

confidence	ensures	that	a	subject	node	might	not	need	to	compute	an	indirect	trust	evaluation	

on	 a	 target	 node	 to	 evaluate	 the	 trustworthiness	 of	 the	 node.	 There	 is	 a	 system	 defined	

confidence	threshold	which	defines	if	a	node	can	be	confident	in	its	trust	evaluation	or	not.	The	

confidence	 trust	 level	 of	 Alice’s	 direct	 trust	 in	 Tom	might	 be	 reasonably	 above	 the	 system	

defined	confidence	threshold	in	which,	Alice	might	still	be	confident	in	her	judgement	of	Tom.	

If	the	direct	trust	confidence	of	the	subject	node	is	higher	than	the	threshold,	the	direct	trust	

will	be	sufficient	for	the	final	trust	decision	otherwise	if	the	direct	trust	confidence	level	is	lower	

than	 the	 threshold,	 the	 subject	 node	will	 request	 for	 recommendations	 from	 neighbouring	

nodes	with	direct	interaction	with	the	object	node	to	evaluate	the	indirect	trust	value.	

	

Indirect	Trust:	Indirect	trust	computation	is	an	essential	part	of	a	trust	model	approach.	With	

the	example	 in	direct	trust	calculation,	a	person	might	not	know	the	other	person	very	well	

because	 they	 have	 had	 very	 few	 or	 no	 interactions.	 An	 example	 would	 be	 references.	 For	

instance,	in	a	job	scenario	a	referee	is	required	for	an	applicant	to	establish	that	the	applicant	

can	 be	 trusted	 or	 is	 capable	 of	 carrying	 out	 the	 required	 duties.	 The	 indirect	 trust	 in	 our	

approach	will	only	be	required	when	a	direct	trust	confidence	level	is	low	or	when	there	has	

been	no	interaction	between	the	subject	node	and	the	target	node.		
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3.3.3	 Notion	of	Time	Related	Trust	
 
A	 legitimate	 node	with	 a	 high	 trust	 value	 due	 to	 previous	 good	 interactions	might	 start	 to	

alternate	 between	 good	 and	 bad	 behaviours.	 This	 might	 be	 because	 the	 node	 has	 been	

corrupted	or	is	experiencing	a	lack	of	resources.	A	malicious	node	might	alternate	behaviours	

not	to	be	detected	easily.	A	malicious	node	might	act	as	a	legitimate	node	during	an	event	and	

behave	maliciously	in	another	event.	We	employ	time	and	trust	update	to	mitigate	against	this	

issue.	Time	is	divided	into	time	frames	and,	a	time	frame	is	the	portion	of	time	within	which	an	

event/activity	takes	place.	A	sensor	node	is	able	to	observe	the	behaviour	of	another	node	in	a	

given	time	 frame.	The	 trust	value	dt	 calculated	within	a	 time	 frame	 is	recorded	as	 the	most	

recent	calculation.	The	trust	value	calculated	within	the	current	time	frame	i	is	combined	with	

the	overall	trust	value	calculated	in	the	previous	time	frame	i-1	(DTi-1)	to	get	the	new	overall	

trust	 DTi.	 	 A	 node’s	 historical	 trust	 value	 should	 be	 considered	 to	 measure	 its	 current	

trustworthiness.	In	this	mechanism,	the	only	historic	trust	value	is	the	previous	updated	trust	

value.	The	trust	update	is	not	at	random	and	neither	is	it	frequent.	This	is	to	reserve	energy	

consumption	and	computation	overhead.	The	trust	value	is	updated	when	there	is	a	trust	value	

computation.	The	new	updated	trust	value	becomes	the	most	historic	trust	value	(recent	trust	

value).	This	is	recorded,	and	the	previous	trust	value	is	discarded.	This	mechanism	uses	less	

storage	 capacity	 compared	 to	 storing	 all	 the	 previous	 historic	 trust	 value.	We	 will	 further	

discuss	trust	update	in	chapter	4.		

	

3.4	 Chapter	Summary		
 
We	proposed	a	network	architecture	suitable	for	designing	a	model	that	ensures	security	at	

every	level	of	a	wireless	sensor	network.	In	a	hierarchical	architecture,	there	is	a	peer-to-peer	

network	between	sensor	nodes	as	well	as	communication	between	different	category	of	nodes	

such	as	the	base	station	and	the	cluster	heads.	The	functions	of	the	BS,	CH	and	SN	have	been	

discussed	in	this	chapter.	The	sensor	node	calculates	the	trust	properties	to	get	the	overall	final	

trust	of	another	node.	We	intend	for	a	scenario	where	you	can	apply	our	approach	to	different	

system	requirements.	In	this	chapter	we	discussed	the	overview	of	the	network	architecture.	

We	introduced	the	model	framework	and	approach.	In	the	next	chapter	we	elaborate	more	on	

the	model	algorithm	and	techniques.	
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Chapter	4:	 Model	
 
 
As	discussed	in	Chapter	3,	the	proposed	trust	based	key	management	model	provides	a	degree	

of	security	by	enabling	a	sensor	node	to	estimate	a	trust	value	associated	with	a	target:	-	the	

probability	that	a	transaction	with	a	target	node	yields	satisfactory	results.	The	proposed	model	

is	 a	 lightweight	 model,	 with	 the	 aim	 to	 reduce	 computation	 overhead	 and	 save	 energy	

consumption.	The	model	also	ensures	that	only	a	small	amount	of	a	node	resources	is	required	

for	 an	 efficient	 implementation	 by	 not	 recording	 unnecessary	 information	 and	 avoiding	

multiple	computation.	The	model	is	designed	to	provide	a	level	of	security	in	key	management	

for	wireless	sensor	network.	In	this	chapter,	we	present	the	trust	calculation	process	in	detail.	

The	trust	principles	are	direct	trust,	direct	trust	confidence,	and	indirect	trust.		

	

4.1	 Direct	Trust	
 
Every	sensor	node	has	a	record	management	capacity	where	trust	records	are	stored.	Trust	

records	are	represented	by	a	tuple	R	=	(Oni,	DTv,	RT)	for	a	subject	node	X	that	computes	a	trust	

value	for	node,	where	Oni,	is	the	object	node	identity	which	is	node	Y.	DTv,	is	the	final	trust	value	

and	RT	is	the	recorded	timestamp.		

As	 discussed	 in	 the	 previous	 chapter,	 the	 overall	 direct	 trust	 is	 a	 function	 of	 a	 number	 of	

attributes	such	as	communication	trust,	energy	trust,	activity	trust,	routing	trust,	key	usage	and	

others.	The	attributes	are	categories	of	activity	that	are	relevant	in	calculating	the	trust	value.		

The	trust	value	for	each	category	{MG0, …… . . , MG=	}	that	a	subject	node	X	has	in	the	target	node	

Y	are	calculated	and	recorded	to	compute	the	direct	trust	value.	Where	for	a	category	MG0,			0 <

MG0 ≤ 1		

The	weighting	 for	 each	 category	 is	 different	 and	 are	 defined	 by	 the	 system	 authority.	 The	

weighting	vector	will	be	defined	by	the	network	authority	〈A?, ……… . , A=〉		

	

Where		

U A0 = 1	
=

0>?
,	

	 	 	 	 	 	 	 	 	 	 	 	 						(5)	

To	calculate	the	direct	trust	node	X	has	in	node	Y	LG.,6	is:	

LG.,6 = 	U A0 ∗ MG0
=

0>?
	

	 	 	 	 	 	 	 	 	 	 	 	 (6)	



 29 

We	will	examine	the	calculation	of	a	few	of	these	attributes	as	examples.	Other	attributes	
could	be	included	in	a	real-world	implementation.		
	

4.1.1	 Communication	Trust	
		
In	WSNs	the	nodes	often	communicate	with	each	other	to	carry	out	certain	tasks.	These	nodes	

share	crucial	information	in	most	cases	and	might	have	to	relay	data	to	the	base	station.	In	this	

trust	model	 a	 node	 x	would	 check	 the	 communication	 habits	 of	 its	 neighbouring	 node	 y	 to	

determine	 if	 this	 neighbour	 node	 has	 been	 acting	 in	 a	 good	 or	 a	 bad	 manner.	 A	 node	 is	

considered	 to	 be	 behaving	 appropriately	 if	 it	 carries	 out	 various	 communication	 related	

functions	such	as	accurate	routing,	complete	packet	transfer,	secured	key	distribution	in	a	non-

malicious	way,	while	a	node	is	considered	to	be	behaving	in	a	malicious	or	a	selfish	way	if	it	is	

dropping	packets,	presenting	false	route,	re-using	shared	keys	multiple	times,	and	carrying	out	

other	 malicious	 behaviour.	 These	 functions	 could	 also	 be	 classified	 as	 examples	 of	 trust	

attributes.	In	the	communication	trust	of	this	model	we	use	a	beta	distribution	general	concept	

which	has	two	parameters	c	and	d	using	the	Bayesian	formula.	Communication	Trust	MG7.,6		

can	 be	 calculated	 using	 the	 Bayesian	 beta	 distribution	 formula.	 The	 total	 number	 of	 good	

communications	is	represented	by	c	and	d	represents	the	total	number	of	bad	communications	

as	binary	events.		

MG7.,6 	=
c + 1

c + d + 2
	

	 	 	 	 	 	 	 	 	 	 	 																(7)	
Where	
	

K	(%	|	c, d) = 	
i	(	j	k	l)

i(j)	i(l)
	%jm?(1 − %)lm?	,																AℎCDC	0	 ≤ %	 ≤ 1, c, d > 0,																															(8)	

%	is	the	probability	density	parameter	

(Zhou,	Varadharajan	and	Hitchens,	2015)	

	

4.1.2	 Energy	Trust	
		
Energy	is	an	essential	resource	for	sensor	nodes.	It	is	important	to	consider	energy	as	a	direct	

trust	category	because	corrupted	nodes	often	have	an	abnormal	energy	consumption	rate	while	

carrying	out	an	attack.	A	malicious	node	can	either	be	very	active	which	will	involve	a	high	level	

of	energy	consumption	or	a	malicious	node	can	also	be	highly	inactive	which	will	lead	to	less	or	

no	energy	consumption.		
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In	energy	trust,	we	assume	that	a	node	is	able	to	observe	the	activities	of	its	neighbouring	nodes	

that	it	has	a	direct	interaction	with.	In	this	scenario	the	subject	node	monitors	and	records	the	

energy	consumption	rate	of	the	object	node	in	a	particular	time	frame.	For	every	time	frame	

the	energy	consumption	rate	could	vary,	such	that	in	some	situation	it	might	be	high.	Others	

might	be	consistent	or	very	low.	We	set	the	highest	energy	consumption	observed	for	any	time	

frame	(time	frames	were	discussed	in	chapter	3)	as	Emax.	Emax	is	the	highest	energy	consumption	

rate	a	node	has	reached	throughout	the	observation	period.	Emax	will	only	change	if	in	the	new	

time	frame	the	consumption	rate	 is	higher	than	the	previous	Emax.	We	propose	two	possible	

energy	trust	approaches	for	two	scenarios	in	this	attribute:	

In	 the	 first	 scenario;	 a	malicious	node	might	 attempt	 to	 conceal	 its	 remaining	 energy	ER	 to	

manipulate	the	subject	node	from	not	knowing	the	limit	of	its	energy	resources.	op	is	the	full	

energy	capacity	of	a	node.	A	subject	node	observing	 the	energy	consumption	rate	 is	able	 to	

estimate	 the	 average	 of	 the	 energy	 consumption	 rate	 using	 the	 previous	 observed	 energy	

consumption	of	sensor	nodes	in	a	time	frame	(Eave).	Eu	is	the	energy	used	by	the	object	node	in	

that	particular	time	frame.		

op = 	oqrs ∗ 2t																																																AℎCDC	oqrs ≪ 	op 	 	 (9)	

	

To	calculate	MGv 		

MGv =

⎩
⎪
⎨

⎪
⎧
1																			&K	o{ < 	oqrs
																												JGℎCDA&FC	

1 −	|
log$ Ä

o{
oqrs

Å

Ç
É									

	

																																																																																								where	Y	=	NJÑ$ Ä
vÖ
vÜáà

Å	

	 	 	 	 	 	 	 	 	 	 	 												(10)	
If	the	energy	used	in	the	most	recent	time	frame	is	less	than	the	estimated	energy	consumption	

average,	we	assume	that	the	expected	energy	consumption	in	the	next	time	frame	would	be	less	

than	 or	 equal	 to	 the	 consumption	 average.	 Thus,	making	 the	 target	 node	 capable	 of	 taking	

carrying	out	the	expected	task.	

The	second	scenario	is	when	the	subject	node	knows	the	remaining	energy	ER	of	the	object	

node.	We	assume	that	a	node	can	accurately	and	precisely	estimate	the	residual	energy	level	

of	a	target	node	when	Ec	=	ER.	In	every	time	frame	where	energy	is	used,	the	energy	used	is	

deducted	from	the	remaining	energy	and	only	the	remaining	energy	is	recorded.	In	time	t	

oâ = 	oâ −	o{	 	 	 	 	 (11)	
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A	node	is	considered	to	be	trustworthy	to	carry	out	task	with	enough	energy	resources	when;	

	

MGv = 		 ä

1																																																																													oâ	 ≥ 	oåq.
(vç	m	vÜáà	)

$∗(véÜèm	vÜáà	)
	+ 0.5																oqrs	 ≤ 	oâ	 ≤ oåq.	

0																																																																																JGℎCDA&FC

	 	 													(12)	

	 	 	 	 	 	 	 	 	 	 	 	 	

4.1.3	 Direct	Trust	Confidence	
 
The	calculation	of	direct	trust	by	a	subject	node	on	a	target	node	may	be	sufficient	for	a	final	

trust	decision	on	a	node.	In	most	research,	such	as	(Uikey	and	Bhilare,	2017),	requires	that	the	

calculation	of	a	direct	and	indirect	trust	make	up	the	final	trust	value	of	a	trust	calculation,	with	

the	direct	trust	value	carrying	more	weight	than	the	indirect	trust	value.	The	approach	in	(Uikey	

and	 Bhilare,	 2017)	 consumes	 more	 computation	 energy.	 Other	 researchers	 propose	 that	

normally	a	direct	trust	value	associated	with	a	target	node	would	suffice	and	an	indirect	trust	

value	is	only	required	when	there	is	no	direct	communication	between	the	subject	node	and	

the	object	node	 (Che	et	al.,	2015).	This	 is	 susceptible	 to	a	problem;	a	node	 that	has	had	 for	

example,	three	or	less	interactions	with	a	target	node	might	not	be	confident	in	its	judgement	

of	the	target	node.	But	it	might	be	fully	confident	in	its	direct	trust	in	a	target	node	that	it	has	

had	 100	 interactions	 with.	 We	 propose	 a	 direct	 trust	 confidence	 derived	 from	 statistical	

analysis.	A	threshold	for	the	confidence	level	is	set	and	if	the	confidence	value	is	higher	than	

the	 threshold,	 the	 direct	 trust	will	 be	 sufficient	 for	 the	 final	 trust	 decision	 otherwise	 if	 the	

confidence	level	is	lower	than	the	threshold,	the	final	trust	value	would	be	calculation	from	both	

the	direct	trust	and	the	indirect	trust	value.		

In	confidence	calculation,	the	error	level	ϵ	has	an	effect	on	how	confident	a	node	is	in	its	direct	

trust	calculation	for	another	node	(Patel	et	al.,	2005).		

	

í.,6 = 	
∫ %jm?(1 − %)lm?	L%
îïè,ñm	ó
îïè,ñk	ó

∫ *jm?(1 − *)lm?	L*
?

ò

									

(Patel	et	al.,	2005)(Che	et	al.,	2015)	 	 	 	 	 	 	 											(13)	

	

AℎCDC	%	&F	GℎC	%DJIQI&N&G4	ôQN3C	JK	GℎC	J3GMJHC	JK	LG.,6									%	 ∈ |0, 1|	

The	value	calculated	 is	compared	to	the	threshold	described	above	and	the	node	can	assess	

whether	it	has	sufficient	confidence	in	its	direct	observations.	If	the	confidence	value	is	higher	

than	 the	 threshold,	 the	 direct	 trust	 will	 be	 sufficient	 for	 the	 final	 trust	 decision	 but	 if	 the	

confidence	level	is	lower	than	the	threshold,	an	indirect	trust	evaluation	will	be	required.	
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4.1.4	 Trust	Update	
 
As	discussed	in	Chapter	3,	trust	update	uses	the	most	recent	trust	history	and	the	current	trust	

value	to	calculate	the	new	direct	trust	value.	In	this	model,	we	recommend	that	the	trust	value	

should	not	be	updated	too	often	to	save	energy	consumption.	A	frequent	update	of	trust	values	

when	 they	 are	 not	 required	 will	 create	 a	 high	 computation	 overhead	 and	 a	 high	 energy	

consumption	rate.	Instead	we	suggest	that	the	trust	value	of	a	sensor	node	associated	with	a	

target	 node	 is	 updated	 only	when	 a	 transaction	 is	 initiated	with	 the	 concerned	 target.	 The	

historical	trust	evaluation	of	a	node	should	be	considered	to	assess	its.	A	node	can	be	malicious	

for	a	long	time	and	begin	to	act	like	a	legitimate	node	only	in	the	recent	time	slot.	To	solve	these	

issues,	we	use	a	time	frame	concept	to	update	the	trust	value	wherein	the	historical	trust	value	

of	the	previous	time	frame	from	a	certain	time	to	recent	time	is	considered.	The	sensor	node	

only	remembers	the	most	recent	direct	trust	value	which	is	in	the	previous	time	frame.		In	the	

current	time	frame,	the	trust	value	is	updated	as:	

	

öõ.,6 = 	A?	LG.,6 +	A$	öõ.,6	m?																																																					(14)	

	 	 	 	 	 	 	 	 	 where	 	 A?	 +	A$	=	1	

A0		and	A$		are	the	weight	values	of	the	previous	trust	and	the	current	trust	value.	We	consider	

the	recent	trust	value	to	be	of	more	importance	than	the	previous	trust	value.	An	aging	factor	is	

defined	for	trust	value	attenuation:	d = 	Cîïè,ñmîïè,ñúù	,	where	LG.,6	and	LG.,6m?	are	both	the	time	

for	the		trust	calculation	of	LG.,6	and		öõ.,6	m?.	Therefore,	the	weight	value	is		A? = 	d, 	A$ =

1 − 	d	

4.2	 Indirect	Trust	
Indirect	trust	is	an	essential	trust	property	as	discussed	in	Chapter	3.	There	are	two	scenarios	

where	an	indirect	trust	calculation	will	be	required;	If	the	direct	trust	confidence	level	is	below	

the	 confidence	 threshold,	 the	 subject	 node	 will	 request	 for	 indirect	 trust	 values	 from	

neighboring	nodes	on	the	object	node	because	the	direct	trust	 is	not	satisfactory,	or	when	a	

node	x	wants	to	interact	with	node	y	but	has	no	previous	interaction	history	with	this	node.	

Node	/	will	request	for	recommendations	for	node	y	from	its	neighboring	set	of	trusted	nodes	

v	who	may	have	previously	interacted	with	this	node	y.	Node	x	will	then	be	able	to	compute	an	

indirect	trust	with	the	help	of	these	recommendations.	The	indirect	trust	value	of	node	x	for	

node	y	is	the	recommendation	from	a	set	of	trusted	neighbor	nodes	v	which	is	the	direct	trust	

value	of	v	for	node	y.		
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We	have	to	consider	that,	not	all	the	recommenders	will	give	an	honest	recommendation.	There	

could	be	malicious	nodes	utilizing	the	recommendation	system	to	carry	out	a	good-mouth	or	

bad-mouth	 attack	 to	 manipulate	 the	 trust	 values.	 Also,	 not	 all	 the	 recommendations	 are	

considered	 relevant	 and	 there	 will	 be	 a	 decision	 factor	 to	 determine	 the	 relevant	

recommendations.	Some	integrity	checks	are	needed	to	combat	false	recommendations.	

Due	to	the	nature	of	wireless	sensor	networks,	an	issue	to	consider	when	developing	a	model	

is	the	limited	energy	resources	available	to	the	sensor	nodes.	A	sensor	node	that	computes	a	

large	number	of	recommendations	will	use	up	a	lot	of	energy.	Some	previous	research	work	

has	suggested	that	a	small	number	of	trusted	recommendations	could	be	sufficient,	rather	than	

a	large	number	of	them	which	may	include	malicious	or	false	recommendations	(Hasan	et	al.,	

2009).	In	this	model	a	sensor	node	will	be	able	to	select	a	set	of	trusted	recommenders	with	

reliable	 recommendations	 for	 initial	 evaluation.	 The	 node	 can	 gradually	 add	 more	

recommenders	in	its	evaluation	if	needed.	The	selection	of	a	set	of	trustworthy	nodes	is	the	first	

step	in	the	indirect	trust	calculation.	There	are	several	factors	to	consider	in	the	selection	of	

such	nodes.	The	 first	 factor	 in	 the	 recommendation	process	 is	 the	number	of	 interactions	a	

recommending	 node	 has	 had	 with	 the	 object	 node.	 The	 subject	 node	 broadcasts	 the	

recommendation	 requests	 on	 the	 object	 node	 with	 specific	 instructions;	 a	 number	 of	

interactions	parameter,	where	only	 the	recommenders	who	meet	 the	 interaction	parameter	

will	respond	to	the	broadcast	message	with	their	recommendations	for	the	object	node.	Some	

nodes	might	have	had	100	interactions	with	the	object	node	while	others	might	have	only	had	

less	than	10	interactions	with	the	object	node.	In	Steps:	

• The	subject	node	broadcasts	a	request	with	an	interaction	threshold	single-hop	of	 its	

broadcast	range.	

• If	the	subject	node	receives	a	low	number	of	recommendations,	it	will	re-broadcast	the	

message	 across	 its	 cluster	 to	 reach	 a	 satisfying	 number	 of	 recommendations	 from	

trusted	recommenders’.		

The	interaction	threshold	is	adjustable	by	the	system	(we	assume	that,	if	the	required	number	

of	interactions	are	80,	the	threshold	could	start	at	100	depending	on	the	required	parameters).	

This	might	not	be	the	quickest	approach,	but	it	saves	energy	by	not	having	to	broadcast	across	

multi-hop	at	first.	If	there	are	no	responses,	considering	that	it	might	be	new	node,	the	cluster	

head	will	respond	to	the	cluster	broadcast	with	the	node	details	 including	the	starting	trust	

value	of	the	sensor	node.	The	cluster	head	can	also	request	information	from	other	cluster	head	

or	the	base	station	if	it	does	not	have	any	record	of	the	network	node.			
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Once	the	subject	nodes	receive	the	recommendations	from	the	recommenders,	it	will	evaluate	

the	 recommenders	 based	 on	 the	 value	 of	 the	 direct	 trust	 the	 subject	 node	 has	 in	 its	

recommenders.	The	subject	node	will	 select	only	 the	recommendations	 from	trusted	nodes.	

There	 are	 two	 steps	 in	 the	 selection	 process	 for	 the	 set	 of	 trusted	 recommenders:	 The	

credibility	of	the	recommenders	is	the	first	step,	which	is	the	overall	trust	a	subject	node	has	in	

the	 recommending	 node	 while	 the	 reliability	 check	 looks	 at	 the	 reliability	 of	 the	

recommendation	from	the	credible	recommending	nodes.	It	is	relevant	to	consider	that	some	

might	be	giving	wrong	recommendations	 for	other	nodes.	This	could	be	a	 form	of	attack	or	

miss-information.		

	

4.2.1 Credibility:		
An	example	of	recommender	credibility	is	where,	the	subject	node	/	evaluates	its	direct	trust	

in	the	recommenders.	If	the	direct	trust	of	/	in	the	recommender	is	above	the	trust	threshold	

parameter	q,	represented	by		

öõ.,r > 	û	 																																																																						(15)	

Then	the	recommender	is	considered	as	a	trusted	recommender.	

Because	the	subject	node	is	not	considering	recommendations	from	all	the	neighbouring	nodes,	

the	computational	overheads	are	lower	and	do	not	significantly	impact	the	energy	consumption	

at	 the	 node.	 In	 addition,	 not	 all	 the	 neighbouring	 nodes	 have	 to	 respond	 to	 the	 broadcast	

because	 the	 interaction	 threshold	 also	 reduces	 energy	 consumption	 of	 the	 nodes	 in	 the	

network.	An	attacker	that	is	able	to	create	multiple	new	nodes	won’t	be	able	to	have	those	nodes	

meet	 the	requirement	above	 for	 the	direct	 trust	 in	 the	recommender.	This	also	avoids	Sybil	

attacks	by	not	pulling	all	or	a-lot	of	recommendations.	Only	trusted	nodes	are	considered	for	

evaluation.	The	recommendations	from	the	trusted	nodes	are	also	accessed	in	recommendation	

reliability.	

4.2.2	 Reliability	of	Recommendations	

The	second	step	as	discussed	 is	 to	evaluate	the	reliability	of	 the	recommendations	 from	the	

selected	 credible	 recommenders.	 Once	 the	 subject	 node	 has	 selected	 the	 credible	

recommenders	from	the	nodes	that	responded	with	a	recommendation	it	will	then	check	the	

reliability	of	the	recommendations	from	these	credible	recommenders.	It	is	essential	to	verify	

recommendations	and	be	able	to	isolate	false	recommendations	as	not	all	recommendations	

from	 credible	 recommenders	 could	 be	 considered	 reliable.	 A	 simple	 checking	 method	 for	
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calculating	the	reliability	of	the	recommenders	is	to	compare	the	recommendation	from	each	

node	to	the	average	of	other	recommendations	as:	

Rr< = 1 − |öõr<,6 −	öõqrs,6|	where	öõr<,†	,	is	the	value	of	the					recommendation	

from	recommender	ô0 	for	object	node	4	and	

öõqrs,6,		is	the	average	value	of	the	

recommendations.		
	 	 	 	 (16)	

For	 the	 evaluated	 recommendations	 where	 recommendation	 reliability	 is	 greater	 than	 the	

system	 defined	 parameter	 Rr > 	°,	 the	 recommendations	 are	 added	 to	 the	 set	 of	 trusted	

recommenders	¢ = 	¢?, ¢$, ¢£ ……… . . ¢=.		

The	indirect	trust	calculation	of	node	/	for	node	4	is	calculated	as		

	

Tö.,6 	= 	
		∑ 		§•á,ñ

¶
áßù

=
	 	 	 	 	 (17)	

Where		 	 	

Tör<,6 = 		 ®
öõ.,r< ∗ 	öõr<,6																									&K	öõr<,6	 < 	í

í + ©öõ.,r< − 	í™ ∗ 	öõr<,6	,																	CNFC,
	 	 				(18)	

Where	öõ.,r< 	 is	the	direct	trust	of	node	/	 for	recommending	node	ô0 	and	öõr<,6		 is	the	direct	

trust	 of	 recommending	 node	 ô0 	 for	 object	 node	4.	 í	 is	 the	 threshold.	 The	 indirect	 trust	 is	

computed	for	all	:	number	of	nodes	in	¢	

	

4.2.3	 Badmouth/Good-mouth	Recommendation	Detection	
 
In	this	model	we	implement	a	recommendation	density	model	which	was	adopted	from	(Noor	

et	 al.,	 2016).	 This	 model	 deploys	 feedback	 with	 occasional	 collusion	 detection,	 where	 a	

feedback	threshold	was	defined	for	the	number	of	feedbacks	from	a	user	for	a	particular	service	

provider	to	prevent	a	feedback	collusion.	In	this	model	we	introduce	a	different	approach	which	

is	to	compare	the	previous	recommendation	to	the	current	recommendation	denoted	as	the	

delta	D	of	 the	recommender.	This	approach	 isolates	any	nodes	 that	may	have	recently	been	

corrupted.	A	new	recommendation	is	required	when	a	pair	of	sensor	nodes	are	refreshing	their	

keys	in	situations	wherein	the	direct	trust	confidence	level	 is	 low	between	these	two	nodes.	

The	subject	node	remembers	the	most	recent	recommendation	v?	and	compares	 it	with	the	

new	recommendation	v?k?	 .	The	delta	of	each	sensor	nodes	will	be	compared	to	the	average	
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delta	of	the	other	trusted	recommenders	to	evaluate	the	changes.	If	a	recommender	is	acting	

differently	to	other	recommenders,	a	recommendation	reliability	will	be	computed	again	as;	

	

Δr,6 = |	öõr,6	 − 	öõr,6k?|	 	 	 	 (19)	
and	

Δqrs,6	 = 	
∑ ≠á,ñ
¶
<ßù

=
	 	 																																			(20)	

For	the	evaluated	recommendations	where	|Δr,6 −	Δqrs,6| < 	°	are	added	to	the	set	of	trusted	

recommenders	¢ = 	¢?, ¢$, ¢£ ……… . . ¢=.	

	

4.3 Trust	Contribution	to	Key	Management	
As	 mentioned	 in	 Chapter	 3,	 the	 trust	 model	 is	 to	 enhance	 the	 decisions	 of	 a	 node’s	 key	

management	functions	such	as	when	to	generating	a	key,	sharing	a	key,	key	distribution	and	

when	to	revoke	or	refresh	a	key.	The	key	management	scheme	has	been	enhanced	to	a	trust	

driven	scheme.	In	this	approach,	a	sensor	node	can	evaluate	the	level	of	trust	associated	to	a	

subject	node	before	establishing	any	of	the	key	management	functions.	We	have	introduced	a	

lightweight	 direct	 trust	 framework	 which	 establishes	 a	 trust	 value	 based	 on	 previous	

interaction	using	a	simple	Bayesian	beta	distribution	formula.	This	could	include	assessing	the	

way	a	target	node	used	previously	shared	keys.	A	node	will	only	establish	key	functions	with	

trusted	nodes	in	the	network.	The	trust	value	for	a	target	node	will	need	to	be	updated	for	any	

period	of	a	new	key	management	function.	The	lightweight	direct	trust	process	ensures	that	a	

node	can	assess	the	confidence	level	it	has	in	its	trust	evaluation	before	establishing	a	key.	This	

means	 the	 trust	 driven	 key	 establishment	 process	 is	 not	 time	 consuming	 and	 uses	 less	

resources.	The	indirect	trust	model	has	a	security	intrinsic	design.	It	avoids	some	attacks	by	

eliminating	malicious	nodes	and	malicious	or	 false	 recommendations.	The	model	uses	node	

credibility	to	assess	the	trust	value	of	a	recommending	node	that	have	had	several	interactions	

with	 the	 target	 node	 (including	 shared	 keys	 and	 key	 usage).	 It	 applies	 a	 recommendation	

reliability	check	to	verify	the	accuracy	of	the	recommendation.	The	trust	management	provides	

a	node	level	security	in	key	management	and	a	cluster	head	level	security.	The	cluster	head	can	

eliminate	 a	 malicious	 node	 from	 its	 cluster	 and	 change	 the	 cluster	 key.	 Cluster	 heads	 can	

evaluate	the	trust	level	of	other	cluster	heads	with	the	same	approach.	A	cluster	head	will	relay	

a	malicious	cluster	to	the	base	station.	The	base	station	will	eliminate	the	entire	cluster,	re-key	

the	inter-cluster	key	and	change	the	network	key.		
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4.4 Chapter	Summary		
In	this	chapter,	we	presented	a	lightweight	model	that	can	be	implemented	on	key	management	

schemes	in	wireless	sensor	networks.	We	also	wanted	a	trust	management	model	which	could	

assist	across	different	WSNs	application.	The	model	uses	a	Bayesian	formula	for	WSNs	in	the	

direct	 trust	 calculation.	 We	 introduced	 various	 mechanisms	 to	 ensure	 that	 the	 trust	

management	model	is	a	lightweight	model.	One	of	the	mechanisms	is	trust	confidence,	where	

the	model	might	not	require	an	 indirect	 trust	calculation.	 In	this	approach,	an	 indirect	 trust	

calculation	 is	only	needed	either	when	 the	 trust	 confidence	 is	 low	or	 there	are	no	previous	

interactions.	Another	lightweight	approach	is	using	the	most	recent	updated	trust	history	to	

update	the	current	trust	record.	By	not	having	to	store	all	the	previous	trust	records,	we	reduce	

the	use	of	memory	space	in	this	model.	Another	approach	if	the	indirect	trust	is	required	is	the	

number	of	interactions	threshold.	The	trust	model	identifies	and	isolates	malicious	nodes	in	the	

recommendation	system.	In	the	next	chapter,	we	will	implement	some	of	the	approaches	and	

simulate	them.	We	will	discuss	the	results	of	the	simulation.			
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Chapter	5:	 Simulation	
 
 
	
In	this	chapter,	we	implement	the	proposed	trust	management	model	in	order	to	analyse	the	

performance	of	the	trust	approach	in	a	wireless	sensor	network.	We	assess	different	simulation	

parameters	such	as	the	trust	calculations	which	includes	the	direct	trust	model	and	the	indirect	

trust	 approach,	 the	 energy	 consumption	 rate,	malicious	node	detection	 and	malicious	node	

elimination	from	the	network.	We	initially	started	the	code	simulation	with	MATLAB	to	verify	

the	mathematical	algorithms	in	the	trust	calculations.	We	then	simulated	the	wireless	sensor	

network	using	NS2.		

	

Direct	trust	evaluation	example	

We	calculate	the	communication	trust	of	each	node	using	equation	(7).	We	then	evaluate	the	

confidence	 level	of	 the	 subject	node	 in	 its	 communication	 trust	of	 the	direct	 trust	model	 in	

Chapter	4	using	equation	(13).	The	confidence	interval	threshold	is	usually	high	because	it	is	

important	 for	 a	 node	 to	 be	 close	 to	 extreme	 confidence	 in	 its	 trust	 values.	We	 assume	 the	

confidence	threshold	from	the	network	operator	is	0.95.		
	

Node	 Successful	Communication	 Failed	Communications	

Y1	 12	 2	

Y2	 2	 15	

Y3	 2	 0	

Table 2: Node X past interaction 

As	shown	in	Table	2	and	Figure	5,	the	trust	value	the	subject	node	has	in	a	target	node	does	not	

influence	the	confidence	interval	of	the	node’s	confidence	evaluation.	However,	the	number	of	

interactions	would	affect	the	confidence	level	of	a	target	node	like	the	example	of	Alice,	Bob	and	

Tom	discussed	in	chapter	3.	Node	X	has	only	had	2	interactions	with	node	Y3,	compared	to	the	

other	nodes.	Given	 that	 the	 confidence	 level	 is	 below	 the	 confidence	 threshold,	 node	X	will	

request	recommendations	from	nodes	who	have	had	interactions	with	node	Y3.		
	

Node	 Communication	Trust	Value	 Confidence	Level		

Y1	 0.81	 0.97	

Y2	 0.16	 0.98	

Y3	 0.75	 0.63	

Table 3: Communication trust and confidence interval calculations 
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5.1	 Simulation	Parameters		
	
	
	
	
		
	
	
	
	
	
	 	
Table 4: Communication trust and confidence interval calculations  Table 5: Wireless parameters 

The	sensor	nodes	are	deployed	at	random	over	an	area	range	of	1000	x	1000	meters.	There	are	

100	sensor	nodes	within	the	network	range	in	this	simulation	as	shown	in	Figure	4.	The	sensor	

nodes	in	the	network	are	mobile	and	might	move	during	simulation	from	one	point	to	another.	

The	wireless	parameters	are	represented	in	Table	5.		The	implementation	simulation	time	is	10	

minutes.		

 

				 	
Figure 4: Representation of nodes deployed randomly in WSN.  Figure 5: Confidence change by number of interactions 

	
5.2	 Simulation	Results	
 
We	analyse	the	results	of	the	simulation	of	the	proposed	model.	The	data	represented	in	Figure	

5,	shows	the	effect	the	number	of	interactions	has	on	the	confidence	level.	The	number	of	nodes	

simulated	is	100.	The	threshold	was	set	at	0.95	for	this	simulation.	The	computation	as	depicted	

in	Figure	5,	presents	that	number	of	interactions	required	within	100	nodes	to	satisfy	a	high	

level	of	confidence	was	13	or	more.	We	can	see	that	there	is	also	confidence	in	the	rate	at	which	

a	node	can	evaluate	another	node	as	untrustworthy,	
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A:	Energy	consumption	rate	
 
In	Table	6,	we	present	the	energy	distribution	code	and	the	model	pseudo	code.	The	data	in	

Figure	6,	 represents	the	global	energy	consumption	rate	of	 the	network	over	the	simulation	

time	(10	minutes).	We	assume	the	network	life	span	is	set	at	1000	joule.	In	the	proposed	model	

the	energy	consumption	required	for	an	efficient	distributed	network	is	low.	The	approach	does	

not	require	that	much	energy	usage	from	the	sensor	nodes.	The	model	might	be	able	to	identify	

malicious	nodes	by	observing	their	energy	consumption	in	such	a	lightweight	approach.			

	
Energy	Distribution	Code	 Energy	Trust	Pseudo	code	

energyModel	$val(energymodel)		
-set	energy	(1-99)	10	
-set	initial	Energy	10		
-set	rxPower	0.5		
-set	txPower	1.0		
-set	idle	Power	0.0		
-set	sense	Power	0.2		
-agent	Trace	ON		
-router	Trace	ON		
-movement	Trace	ON	
#	BS	creation	
set	BS	energy	(0)	1000	
$ns	node-config	-initial	Energy	1000		
-set	rxPower	0.5		
-set	txPower	1.0		
-set	idle	Power	0.0		
-set	sense	Power	0.2	
	

Scenario	1,	No	Energy	Residue	knowledge	

{Step	1}	–	Observe	the	energy	used	in	time	frame.	Record	average	

-Full	capacity	=	E	average	*	2defined	Y	Where	E	average	(Eave)	<	Full	

capacity		

{Step	2}	Check	energy	used,		

o:CDÑ4	GD3FG = 1	&K	C:CDÑ4	3FCL	(o3) < 	o	QôCDQÑC		

Otherwise		

1-(log2	(energy	used/Average	use)	/	Defined	Y)	

Scenario	2,	Energy	Residue	known	

{Step	1}	Define	oåq.	,	Assume	Full	capacity	=	Energy	residue		

-energy	residue	–	energy	used	=	new	energy	residue	

{Step	2}		o:CDÑ4	GD3FG = 1	&K	C:CDÑ4	DCF&L3C	oD < 	o	QôCDQÑC	

{Step	3}	If	EQôC	 ≤ 	oD ≤ oåq.		

Do	 (vç	m	vÜáà	)

$∗(véÜèm	vÜáà	)
	+ 0.5			Otherwise	0	

	
Table 6: Energy code	

 

 Figure 6: Global energy consumption 

	



 41 

B:	Malicious	node	detection	rate	
 
In	 this	section	we	present	 the	results	of	 the	rate	at	which	 the	proposed	model	could	detect	

malicious	nodes	effectively.	It	is	essential	for	the	health	of	a	network,	to	detect	malicious	nodes	

before	they	carry	out	significant	attacks.	Some	security	measures	attempt	to	detect	nodes	after	

an	attack	 to	 identify	which	nodes	carried	out	 the	attack.	By	 this	 time	 the	network	might	be	

unrecoverable.	We	simulated	the	network	with	a	number	of	malicious	nodes	from	2%	of	the	

total	number	of	nodes	to	50%.	We	evaluated	the	average	speed/rate	at	which	the	malicious	

nodes	will	 be	 detected.	Figure	 7	 presents	 the	 result	 of	 the	 simulation.	We	 can	 see	 that	 the	

proposed	model	is	robust	against	malicious	node	as	the	detection	rate	is	high,	even	with	50%	

malicious	nodes	almost	90%	of	them	are	detected.		

We	 can	 also	 notice	 that	 the	 increase	 of	 malicious	 nodes	 within	 the	 network	 reduces	 the	

detection	rate	of	the	malicious	node.	This	will	continue	to	reduce	if	the	malicious	nodes	in	a	

network	are	higher	 than	 legitimate	nodes	 in	 that	network.	We	 illustrate	 this	as	an	example,	

which	 is	 one	 of	 the	 issues	 the	 proposed	 model	 can	 avoid	 from	 happening.	 We	 simulated	

different	percentage	of	malicious	nodes	in	a	cluster.	Figure	9	shows	the	trust	value	of	the	cluster	

given	the	degree	in	percentage	of	malicious	nodes	in	the	cluster.	With	10%	of	malicious	nodes,	

the	 average	 trust	 value	within	 the	 cluster	 is	 high.	 As	 the	 percentage	 increases	 so	 does	 the	

average	trust	value	of	the	cluster.	In	this	trust	model,	the	malicious	nodes	will	be	detected	at	an	

early	stage	to	prevent	further	attacks.	When	the	average	trust	level	of	a	cluster	is	low,	the	BS	

might	eliminate	the	cluster	from	the	network.	The	BS	also	eliminates	malicious	nodes	from	the	

network	to	prevent	them	from	corrupting	other	nodes	in	the	network.	

   
Figure 7: Malicious node detection rate		            Figure 8: Malicious node Elimination  

C:	Node	Elimination	from	the	Network	
 
We	simulated	malicious	nodes	to	eliminate	them	from	the	network	key	distribution	(re-keying	

process).	In	this	framework,	when	a	malicious	node	is	detected,	the	base	station	prompts	a	re-
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keying	 system.	 This	 system	 is	 to	 revoke	 the	 keys	 associated	 with	 the	 corrupted	 node	 and	

eliminate	the	node	from	the	network.	In	the	simulation	we	also	implemented	the	participating	

nodes	in	a	given	time	frame	of	the	re-keying	process.	The	simulation	result	shown	in	Figure	8,	

shows	the	malicious	nodes	in	a	time	frame	and	the	participating	legitimate	node	in	that	time	

frame.	 This	means	 during	 the	 node	 elimination;	 the	 network	 is	 still	 healthy	 and	 operating	

efficiently.		

   
Figure 9: Percentage of malicious node                                 Figure 10: Good/Bad Interactions 

	
5.3	 Security	Measures		
	
The	trust	based	key	management	system	is	essentially	meant	to	provide	a	level	of	security	for	

wireless	 sensor	 network.	 The	 proposed	 key	 management	 mechanism	 provides	 a	 level	 of	

security	for	data	communication	in	WSNs.	The	trust	model	is	to	enhance	the	sensor	nodes	to	be	

robust	against	other	forms	of	attacks	discussed	in	Chapter	2.	These	attacks	are	node	attacks,	

network	attacks,	key	management	attacks	and	trust	attacks.	We	will	discuss	in	summary	how	

the	trust	model	achieves	the	security	for	WSNs	against	some	of	the	security	threats	in	Chapter	

2.	We	draw	conclusions	on	this	from	the	model	in	Chapter	4	and	the	simulations	in	this	chapter.	

	

A. Robustness	against	Sybil	Attack:	as	discussed	in	Chapter	2,	this	is	a	significant	attack	in	
WSNs.	 In	 Chapter	 4	 (indirect	 trust	 section),	 we	 discussed	 an	 interaction	 threshold.	 An	

attacker	that	is	able	to	create	multiple	new	nodes	won’t	be	able	to	have	those	nodes	meet	

the	 requirement	 above	 for	 the	 direct	 trust	 in	 the	 recommender.	 This	 also	 avoids	 Sybil	

attacks	by	not	pulling	all	or	a-lot	of	recommendations.	Only	trusted	nodes	are	considered	

for	 evaluation.	 The	 recommendations	 from	 the	 trusted	 nodes	 are	 also	 accessed	 in	

recommendation	 reliability.	 In	 the	 node	 detection	 experiment	 result	 in	 Figure	 7,	 we	

simulated	nodes	with	false	identities	attempting	to	establish	keys	with	legitimate	nodes.	We	
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can	see	that	the	detection	rate	of	the	model	is	at	an	early	stage	with	a	high	detection	rate.	

The	 legitimate	nodes	are	able	 to	detect	 the	malicious	nodes,	and	 in	theory	will	relay	the	

information	to	the	cluster	head,	the	cluster	head	eliminates	the	node	from	its	cluster,	change	

the	cluster	key,	relay	the	information	to	the	base	station.	The	base	station	will	eliminate	the	

node	from	the	network,	then	change	the	network	key.		

	

B. Denial	of	Service	Attack:	This	attack	and	how	it	works	was	explained	in	chapter	2.	DoS	can	
be	identified	using	the	communication	trust	model	in	a	direct	trust	evaluation,	where	these	

examples	would	be	classified	as	bad	behaviours	which	will	affect	the	communication	trust	

value	of	the	malicious	node.	When	detected,	the	node	will	be	isolated.	Sensor	nodes	will	not	

associate	 with	 the	 target	 node.	 The	 node	 might	 be	 eliminated	 from	 the	 cluster	 and	

eventually	from	the	network.	

	
C. Robustness	against	Node	Capture:	a	node	 capture	 is	 a	 physical	 attack	 as	discussed	 in	

chapter	2.	In	this	key	management	approach,	the	keys	are	not	generated	and	stored	in	the	

sensor	nodes	before	deployment.	The	public	and	private	key	is	generated	after	deployment	

as	discussed	in	Chapter	3.	The	key	management	approach	is	robust	against	node	capture	

because	there	is	less	information	stored	in	a	sensor	node.	The	attacker	would	be	unable	to	

establish	keys	with	other	nodes.	The	pairwise	keys	are	only	established	if	the	level	of	trust	

associated	with	a	target	node	is	sufficient.	If	an	attacker	attempts	to	integrate	a	captured	

node	into	the	network	or	fabricate	the	identity	of	the	node,	it	will	be	detected	easily.	Firstly,	

the	base	station	will	need	 to	admit	 the	node	back	 into	 the	network,	which	might	not	be	

possible.	If	it	does,	the	cluster	head	will	access	the	node	before	the	sensor	nodes	evaluate	

the	node	with	all	the	trust	properties	for	validation.	

	
D. On/Off	Attack:	could	be	very	deceptive	in	the	sense	that	a	node	might	act	good	in	a	time	

frame	and	bad	in	another	time	frame	as	discussed	in	chapter	2	and	shown	in	Figure	10.	In	

chapter	3,	we	discussed	time	and	also	the	advantages	of	trust	updates	in	new	interaction	

time	 frame.	 This	mechanism	 helps	 to	 identify	 an	 on/off	 attack	 as	 a	 node	 fluctuating	 in	

behaviours	will	also	find	it	difficult	to	have	a	high	trust	value	unless	it	acts	in	a	good	manner	

for	a	consistent	amount	of	time	frames.	As	we	can	see	in	Figure	10,	the	trust	value	of	such	

node	continues	to	depreciate	as	the	update	factor	uses	the	previous	and	current	trust	value	

to	update	the	final	trust	value.	Also,	a	malicious	node	performing	an	on/off	attack	might	

receive	the	same	level	of	good	and	bad	recommendations	from	other	nodes.	This	will	put	
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the	indirect	trust	value	below	the	system	defined	threshold	which	will	be	insufficient	for	

establishing	a	key.	

	

E. Badmouth/Good-mouth	 Recommendation	 Detection:	 -	 the	 attack	 was	 explained	 in	
chapter	2.	The	mitigation	approach	was	evaluated	and	discussed	in	chapter	4.	The	indirect	

trust	mechanism	evaluates	 the	credibility	of	a	 target	node	by	comparing	the	nodes	trust	

value	 to	 a	 system	 defined	 threshold.	 The	 model	 also	 checks	 the	 reliability	 of	 a	

recommendation	 from	 a	 credible	 node	 at	 every	 given	 time	 frame	 a	 recommendation	 is	

required.	This	avoids	a	scenario	where,	a	legitimate	node	with	good	credibility	in	previous	

time	frame	becomes	corrupted	in	the	next	recommendation	time	frame	and	attempts	to	give	

false	recommendations.	

	

5.4		 Analysis	
In	summary,	we	have	listed	a	number	of	trust	questions	to	illustrate	the	performance	of	the	

model.	

1. How	does	the	key	management	react	to	an	attack	detected	by	the	trust	mechanism:	When	

an	 attack	 is	 detected,	 the	 key	management	 refreshes	 the	 keys	 in	 all	 sections	 of	 the	

network.	 If	 there	 is	 a	 suspected	 malicious	 node	 or	 attack	 from	 a	 node,	 the	 key	

management	will	 rely	 on	 the	 trust	mechanism	 to	 evaluate	 the	 level	 of	 threat	 to	 the	

network.		

2. How	do	you	differentiate	between	a	legitimate	node	under	pressure	and	a	malicious	node:	

in	this	model	we	assume	that,	 legitimate	nodes	under	pressure	can	be	categorised	as	

compromised	 node.	 If	 a	 node	 under	 pressure	 begins	 to	 act	maliciously	 by	 dropping	

packets,	 or	 acting	 selfishly	 to	 reserve	 resources,	 will	 be	 classified	 as	 not	 a	 network	

efficient	 behaviour.	 In	 communication	 trust	 evaluation,	 such	 behaviours	 will	 be	

classified	as	bad	behaviours	which	will	affect	the	trust	value	of	such	nodes.		

3. What	are	the	mechanisms	for	eliminating,	changing	a	cluster	head	if	compromised:	 the	

base	station	manages	the	cluster	heads,	and	maintains	the	trust	values	in	cluster	heads	

and	determines	whether	a	node	is	fit	to	remain	as	a	cluster	head	by	using	the	trust	values	

as	discussed	in	chapter	3.	If	a	cluster	head	is	comprised,	the	base	station	will	eliminate	

the	cluster	head,	send	out	a	revocation	message	to	all	the	cluster	heads	in	the	network.	

The	base	station	will	refresh	the	cluster	key	and	the	network	key.	The	base	station	will	

select	 a	 new	 cluster	 head	 from	 other	 nodes	 in	 a	 legitimate	 cluster	 based	 on	

recommendations	from	the	remaining	cluster	heads.		
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4. How	does	 the	cluster	head	keep	track	of	a	nodes	 trust,	how	does	 it	 identify	a	malicious	

node:	 as	 discussed	 in	 chapter	 3,	 cluster	 heads	 manage	 their	 clusters,	 they	 have	 the	

capability	 of	 monitoring	 the	 nodes	 in	 their	 clusters.	 The	 cluster	 heads	 also	 rely	 on	

recommendation	 from	 nodes	 in	 their	 network.	 They	 use	 the	 indirect	 trust	model	 in	

chapter	 4	 to	 access	 the	 recommendations.	 Sensor	 nodes	might	 report	 a	 node	 to	 the	

cluster	head	as	malicious	or	legitimate	(Good-mouth,	badmouth	attacks	could	occur	in	a	

case	of	a	malicious	node	reporting).	

5. How	does	trust	play	a	role	in	generating	or	revoking	a	key.	The	trust	model	ensures	that	

before	a	node	generates	a	key	with	 target	node,	 the	node	must	have	 full	 trust	 in	 the	

target	node.	The	trust	values	are	not	included	in	the	key	generation	module.	If	a	node	

shares	a	key	with	a	target	node,	and	target	node	starts	to	behave	maliciously.	The	subject	

node	will	be	able	to	detect	this	from	the	update	module	required	for	every	given	time	

frame	of	a	transaction	as	discussed	in	chapter	3.	Once	the	malicious	node	is	detected,	the	

subject	 node	 will	 seize	 communication,	 update	 its	 trust	 values,	 send	 a	 revocation	

message,	change	its	keys	and	relay	the	information	to	the	cluster	head,	and	the	node	will	

be	cut	out	of	the	cluster	and	eventually	out	of	the	network.	

6. If	a	node	in	a	cluster	is	malicious,	how	do	you	revoke	the	key	and	what	role	does	trust	play	

in	 this:	Similar	but	not	 the	same	with	 the	previous	question	the	cluster	head	sends	a	

revocation	message,	eliminates	the	malicious	node	from	the	cluster	and	refreshes	the	

intra-cluster	key.	The	trust	model	plays	a	role	in	identifying	the	malicious	node	in	the	

cluster	by	its	track	records	and	trust	values.		

7. How	does	communication	across	clusters/groups	work:	As	discussed	in	Chapter	3,	there	

is	a	cluster	key	in	the	model	which	is	a	general	key	shared	within	a	cluster	to	enable	

communication	within	a	cluster.	The	cluster	key	is	created	once	a	cluster	is	established	

and	each	cluster	have	different	cluster	key.	For	communication	across	clusters,	there	is	

an	inter	cluster-key	shared	between	the	cluster	heads	and	the	base	station.	

 
5.5	 Chapter	Summary	
 
In	this	section	we	implemented	the	proposed	model	with	a	simulation	using	MATLAB	and	NS2.	

We	 analysed	 the	 data	 and	 represented	 them	 in	 graphs	 and	 tables.	We	 have	 illustrated	 the	

confidence	level	approach	and	the	effects	of	malicious	nodes	in	wireless	sensor	networks.	It	is	

essential	for	the	health	of	a	network,	to	detect	malicious	nodes	before	they	carry	out	significant	

attacks.	We	simulated	malicious	nodes	to	eliminate	them	from	the	network	key	distribution	

(re-keying	process).		
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Chapter	6:	Conclusion		
 
 
 
Security	for	wireless	sensor	networks	has	been	a	significant	challenge.	The	aim	of	this	research	

was	to	develop	a	trust	model	to	provide	a	high	level	of	security	against	some	security	threats	

and	enhance	the	decisions	of	a	node’s	key	management	factors	of	a	key	management	scheme.	

In	this	Chapter	we	reflect	on	the	works	done	in	this	research.		

	

Securing	data	communication	channels	require	the	establishments	of	shared	encryption	keys	

and	 considering	 the	 limitation	 of	 such	 networks	 it	 is	 vital	 that	 the	 underlying	 computation	

capabilities	of	sensor	nodes	must	be	taken	into	consideration	in	the	development	of	any	new	

novel	 key	 distribution	 and	 management	 protocol.	 The	 difficulty	 in	 implementing	 key	

management	 factors	 in	 wireless	 sensor	 networks	 are	 greater	 than	 generic	 networks	 with	

infrastructures.	The	proposed	lightweight	trust	based	key	management	model	provides	data	

communication	security	through	an	efficient	key	distribution	model,	ensuring	the	generation	

and	 distribution	 of	 keys	 using	 an	 elliptic	 curve	 key	 encryption	 and	 a	 Diffie-Hellman	 key	

exchange	protocol	which	uses	 less	computation	overhead	to	ensure	efficient	and	secure	key	

generation	and	exchange	in	different	node	categories	of	the	network.	Trust	management	is	an	

essential	malicious	node	detection	system	especially	 in	wireless	sensor	networks	due	to	the	

nature	of	the	sensor	nodes.	The	indirect	trust	model	has	a	security	intrinsic	design.	It	avoids	

some	 attacks	 by	 eliminating	malicious	 nodes	 and	malicious	 or	 false	 recommendations.	 The	

model	uses	node	credibility	to	assess	the	trust	value	of	a	recommending	node	that	have	had	

several	interactions	with	the	target	node.	It	applies	a	recommendation	reliability	check	to	verify	

the	accuracy	of	the	recommendation.	The	trust	model	provides	a	degree	of	security	by	enabling	

a	sensor	node	to	estimate	a	trust	value	associated	with	a	target	node:	-	the	probability	that	a	

transaction	with	a	target	node	yields	satisfactory	results.	The	model	also	ensures	that	only	a	

small	amount	of	a	node	resources	is	required	for	an	efficient	implementation	by	not	recording	

unnecessary	 information	 and	 avoiding	multiple	 computation	with	 an	 example	 of	 the	 direct	

trust	confidence	level	in	Chapter	4.	The	model	is	designed	to	provide	a	level	of	security	in	key	

management	for	wireless	sensor	network.		

The	 proposed	 scheme	 was	 implemented	 using	 MATLAB	 and	 NS2	 simulation	 tool,	 and	 the	

simulation	 results	 shows	 the	 performance	 of	 the	 proposed	 model	 including	 the	 security	

measures	against	the	security	threats.		
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6.1	 Future	Work	
 
There	have	been	a	lot	of	key	management	schemes	proposed	for	WSNs	and	a	good	number	of	

trust	models	for	security	in	WSNs.	The	research	undertaken	for	a	trust	driven	key	management	

system	are	not	as	much.	A	 significant	 issue	with	models	designed	 for	WSNs	 is	 the	 resource	

consumption	 and	 computation	 overhead.	 It	 is	 difficult	 to	 develop	 a	 lightweight	 key	

management	 incorporated	with	a	 lightweight	 trust	mode.	We	proposed	a	 lightweight	 trust-

based	key	management	scheme	in	a	limited	time	frame	and	as	such	could	not	design	a	novel	

lightweight	 key	management	 scheme.	 This	 research	 can	 be	 enhanced	 with	 the	 design	 of	 a	

lightweight	key	management	approach	which	 is	 trust	driven	and	 tailored	specific	attacks	 in	

wireless	sensor	networks	and	or	Internet	of	things	(IOT).	
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