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Abstract

This is a thesis in the area of Applied Cryptography and Network Security, where
we investigate the problem of Source Authentication in Group Communication in the
context of multicast environment.

Multicast is a relatively new and emerging communication mode in which a sender
sends a message to a group of recipients in just one connection establishment. The
main benefits behind this technique is apparent in reducing bandwidth overhead and
increasing resource utilization in the already congested and contented network. This
makes multicast technology a perfect option for group communication. The focus of
the research in this area has been in two directions: first, building an efficient routing
infrastructure and, secondly, building a sophisticated security infrastructure. The focus
of this work is on the second issue.

In general, building a secure system requires providing a number of services. These
services includes confidentiality, integrity, authenticity and non-repudiation. As a rule
of thumb, some systems have special characteristics; consequently, construction of their
associated security environment has special characteristics as well. This is also true in
multicast security. One of the distinguishing issues in securing multicast environment
is providing source authentication.

A typical multicast operation is one in which a host tries to join a multicast envi-
ronment using membership protocol and becomes a member of a group. Based on a
successful membership, the host is able to send or receive messages to or from other
members of the group. When a sender sends a message to a group of recipients, the op-
eration takes the form of one-to-many communication. Consequently, receivers would
send their acknowledgments back to the sender in many-to-one mode. Usually, traffic
passes through intermediate nodes in the network, between the sender and receiver, as
transit flows. An ideal authenticated multicast environment is the one which provides
authenticity for all the communication operations in the system.

In this thesis, we focus on the source authentication in multicast communication
and propose a comprehensive solution to the problem of authentication in multicast

communication which tackles the problem for its all possible operations.



We have divided the authentication process in a multicast environment into four

stages:
1. one-to-one (or joining mode)
2. one-to-many (or broadcast mode)
3. many-to-one (or concast mode)

4. intermediate (or transit mode)

For each of the above stages, we study and propose new authentication scheme(s).

In addition, we study the authentication problem in the multicast-related commu-
nication mode known as anycast, in which a server is selected from a group of servers.
Further, we develop several authentication schemes for group-based communication
exploiting the distinct features of one-time signatures. The schemes cover situations
when a threshold number of participants are involved and situations where a proxy

signer is required.
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Basic Notation

Most of the notation used in this thesis is defined in the text. Here are listed notation

for which this is not done.
@ Exclusive-or (of Booleans)

V Or (of Booleans)

A And (of Booleans)

/ Not (e.g., # denotes “not equal”)
U Set union

N Set, intersection

€ Set membership

P\A The set of elements in P but not in A
ACP A is a subset of P, A # P
ACP A is a subset of P

| Such that (set notation)

alb a divides b (a, b € N)

| Al The cardinality of set A

N, Z, R The set of natural numbers, integers and reals, respectively
I Concatenation

24 The set of all subsets of set A

2% Raising 2 to power x

[z] Smallest integer greater than x
|z] Greatest integer smaller than z
[a] A reference (used in bibliography)
[z, y] An interval (a subset of set R)

L, The set of integers modulo a

log, Logarithm to base a

> Summation

I1 Multiplication



I —
- B
N————

=~ q -

Q

F(p)

Mapping
The number of subsets of cardinality ¢ of a set of cardinality n

Congruence

Factorial (e.g., n! =1x2x---xn)
The Galois field with p elements

a set of possible keys

a set of possible messages

a set of possible cryptogram
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Acronyms

ATM: Asynchronous Transfer Mode

BiBa: Blns & BAlls

CBT: Core Base Tree

DVMRP: Distance Vector Multicast Routing Protocol
DVS: Designated Verifier Signature

GMR.: Goldwaser, Micali , Rackoff

PIM-DM: Protocol Independent Multicast - Dense Mode
PIM-SM: Protocol Independent Multicast - Sparse Mode
IGMP: Internet Group Multicast Protocol

IP: Internet Protocol

LINCS: Lecture Notes in Computer Science

MAC: Message Authentication Code

MOSPEF': Multicast Open Shortest Path First

SBIBD: Symmetric Balanced Incomplete Block Design
SEALS: Self Authenticating Values

SIFF: Sibling Intractable Function Family
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